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[Title of the Invention] CALLING METHOD OF DIAL-UP CONNECTION 
COMMUNICATION EQUIPMENT AND SUPERVISORY CONTORL SYSTEM USING IT 

[Abstract] 

[Problem] To provide a calling method, which may surely call the communication equipment 
connected to the Internet network by dial-up and perform two-way communication securely in 
real time. 

[Means for Resolution] The communication equipment 2 calls the communication equipment 
3 through a telephone line 4 to transmit a connection request and its own public key to the 
communication equipment 3. On the other hand, the communication equipment 3 transmits 
its own public key to the communication equipment 2. After that, both of the 
communication equipment 2, 3 once disconnect the telephone line 4, and call neighboring 
providers 5, 6 to connect the same respectively to the Internet network 7. Both of the 
communication equipment 2, 3, encipher their own IP addresses in the current connection by 
the public key of the party to transmit it as an electronic mail to the electronic mail address of 
the party. Each of the communication equipment 2, 3 decodes the received electronic mail 
by its own privacy key to confirm the IP address of the party. After that, both of the 
communication equipment 2, 3 communicate through the Internet network 7 using the 
concerned IP address. 

[Claims] 

[Claim 1] A calling method of dial-up connection communication equipment, which is 

a method of calling dial-up connection communication equipment connected to a network by 
dial-up, comprising: a first process in which calling communication equipment transmits a 
connection request to dial-up connection communication equipment by a communication line 
provided separately from the network and capable of calling the dial-up connection 
communication equipment; a second process in which the dial-up connection communication 
equipment receiving the connection request is connected to the network by dial-up; and a third 
process in which the calling communication equipment and the dial-up connection 
communication equipment communicate with each other through the network. 
[Claim 2] The calling method of dial-up connection communication equipment 

according to claim 1, wherein the third process includes: an encipher process in which the 
transmitting communication equipment between the calling communication equipment and the 
dial-up connection communication equipment enciphers and transmits at least part of the data 
transmitted in the third process; and a decoding process in which the receiving communication 
equipment decodes the enciphered data. 

[Claim 3] The calling method of dial-up connection communication equipment 

according to claim 2, wherein the first process includes a process in which the calling 
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communication equipment or the dial-up connection communication equipment informs the 
party at the other end of a key of cryptograph used in encipher. 

[Claim 4] The calling method of dial-up connection communication equipment 

according to claim 1, 2 or 3, wherein the network is provided with a server for relaying the 
communication between the calling communication equipment and the dial-up connection 
communication equipment, and the third process includes: a process in which both of the 
above communication equipment inform the sever of their own identifications; a process in 
which both of the above communication equipment inform the server of the identification of 
the party at the other end to select the communication equipment of the party at the other end; 
and a process in which the server relays the communication between the selected 
communication equipment. 

[Claim 5] The calling method of dial-up connection communication equipment 

according to claim 1, 2 or 3, wherein the network is a network which specifies a transmitting 
destination by an address in the network in transmitting data, and also assigns the dial-up 
connection communication equipment a temporary address in every connection, and the third 
process includes: a process in which the dial-up connection communication equipment obtains 
its own address in the current connection; a process in which the dial-up connection 
communication equipment informs the calling communication equipment of its own address 
by an electronic mail; and a process in which the calling communication equipment and the 
dial-up connection communication equipment specify the party at the other end by mutual 
addresses to communicate with each other. 

[Claim 6] The calling method of dial-up connection communication equipment 

according to claim 1, 2, 3, 4 or 5, wherein after the third process, the calling method further 
includes a fourth process in which the calling communication equipment directly calls the 
dial-up connection communication equipment by the communication line to confirm whether 
or not the dial-up connection communication equipment normally disconnects the line from 
the communication line. 

[Claim 7] A supervisory control system, comprising: a child station having facility 

equipment; and a parent station for controlling the facility equipment by communication with 
the child station, wherein the parent station includes: parent station communication means for 
calling the child station through a ring enable communication line to transmit a connection 
request, and then communicating with the child station through a network provided separately 
from the communication line, and the child station includes: child station communication 
means connected to the network by dialing up it on receiving the connection request through 
the communication line to communicate with the parent station through the network. 
[Detailed Description of the Invention] 
[0001] 

[Technical Field to which the Invention Belongs] 

This invention relates to a calling method of dial-up connection communication 

equipment connected to a network at need such as communication equipment connected to the 
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Internet network, for example, by dialing up it and a supervisory control system using it. 

[0002] 

[Prior Art] 

As one of communication means, public telephone line network has been widely used. 
In this public telephone line network, prior to the communication, the connection (logical 
channel) is secured between the calling end and the called end to call the called party. In this 
type of connection mode communication system, the longer the channel is, the more the 
establishment of connection becomes difficult. Therefore, the public telephone line network 
generally adopts the rate system according to the communication distance. 
[0003] 

On the other hand, as new communication means, the Internet network has been 
spread rapidly in recent years. In the case of the Internet network, the communication 
equipment at the transmitting end creates datagrams by separating a data raw by each 
predetermined size upon transmitting data and transmits the same to the adjacent 
communication equipment. An address (IP address) in the Internet network of the 
communication equipment at the receiving end is added to each datagram. In the case of 
receiving the datagram, the communication equipment transmits the data to the 
communication equipment closer to the receiving end among the adjacent communication 
equipment according to the IP address of the transmitting destination (the receiving end). 
Thus, the transmit data can be sent to the receiving end without establishing the connection. 
In this type of connectionless mode communication system, both of the communication 
equipment at the transmitting end and at the receiving end do not grasp the channel between 
them. Therefore, in the case of the Internet network, frequently the rate system according to 
the quantity of data (the communication time) is adopted, or a fixed rate system is adopted at 
intervals of a predetermined period such as every year. Since both of rate systems are not 
susceptible to the distance between the transmitting end and the receiving end, in the long 
distance communication, especially in the communication with the foreign countries or the 
like, there is high possibility of reducing the communication cost by communication using the 
Internet network. 
[0004] 

Although the Internet network has been used the electronic mail, etc., for data 
communication mainly composed of characters heretofore, in recent years, with the 
improvement in bandwidth of the line, it has been used for two-way communication in real 
time between the communication equipment as well such as a video conferencing system and 
the Internet telephone. 
[0005] 

The methods of connecting the respective communication equipment to the Internet 
network are classified roughly into the connecting using a leased line and the dial-up 
connection. In the connection method using the leased line, a dedicated communication line 

is provided between the communication equipment and an Internet connecting firm (a 
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provider) to thereby always connect each piece of communication equipment and the Internet 
network. In this case, since the communication equipment is always connected to the 
Internet network, an inherent IP address is assigned to the communication equipment. This 
method is adopted in the large companies and universities, and the users always pay fixed 
expenses as the maintenance costs for the communication line to the telephone company or the 
like. 
[0006] 

On the other hand, the dial-up connection is a method of connecting the 
communication equipment and the Internet network to each other in the case of requiring the 
connection to the Internet network. The connection to the Internet network is performed by 
communicating with the provider using the telephone line and relaying this communication by 
the provider. The provider assigns a free IP address as an IP address of the communication 
equipment when the communication equipment is put in the connecting state. Thus, the IP 
address can be shared among a plurality of pieces of communication equipment. Further, 
this method may dispense with the dedicated communication line between the respective 
pieces of the communication equipment. As a result, when the amount of communication is 
small, the connection can be done more inexpensively as compared with the leased line circuit. 
Accordingly, the dial-up connecting method is adopted mostly in a small firm and a personal 
house, which have comparatively smaller amount of communication. In this case, the 
electronic mail is stored by the provider, so the user verifies the arrival of the electronic mail 
by confirming a predetermined storage area in the provider at every connection. 
[0007] 

[Problems that the Invention is to Solve] 

However, when the called communication equipment adopts the dial-up connection 
method, the calling communication equipment cannot determine whether or not the called end 
is connected to the Internet network beforehand. When the communication equipment at the 
called end is connected to the Internet network at the time of calling, the calling 
communication equipment can communicate with the called end, but if not so, both of the 
communication equipment cannot communicate with each other. Consequently, the 
connection cannot be made surely, resulting in the problem of insufficient quick 
responsiveness. This problem is critical in the case of speech communication similar to that 
on the ordinary telephone, in the case of a video conferencing system, and especially in the 
case of two-way communication in real time. 
[0008] 

Although this problem occurs when each communication equipment is connected not 
only to the Internet network but also to the network at need as in the case of personal 
computer communication, as described in the following, further problems are caused in the 
case of dial-up connection to the Internet network. 
[0009] 

To be concrete, the datagram is transmitted according to the respective 
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communication equipment configuring the Internet network and the IP address of the 
transmitting destination included in the datagram. Consequently, in communication, the 
transmitting end has to grasp the IP address of the receiving end. In the dial-up connection 
method, however, the IP addresses of the respective pieces of communication equipment are 
not determined until they are connected to the provider. Consequently, the transmitting end 
cannot grasp the IP address of the receiving end beforehand as in the leased line connection 
method. 
[0010] 

In order to solve the above problem, a server having a fixed IP address has been 
installed heretofore for relaying the communication between the respective pieces of the 
communication equipment. In this case, the respective pieces of communication equipment 
start to communicate with the server after connection to the Internet network. When the 
respective pieces of communication equipment start to communication, the server relays the 
communication with the equipment at one end to that at the other end. In this case, the 
datagram transmitted to the IP address of the server is transferred to the communication 
equipment of the other party, so the respective pieces of communication equipment need not 
know the IP address of the other party. As a result, the communication can be performed 
without any obstacle even between the pieces of communication equipment connected to each 
other by dial-up. 
[0011] 

In the case of providing the server, however, it is necessary to maintain the server, 
resulting in newly causing the problem of requiring the maintenance cost. Further 
encountered is the problem that when the server is busy, even if the relevant communication 
equipment and the communication equipment of the other party are free, the communication 
cannot be performed. Further a method of searching for the other party of communication 
other in the server is not set up, so it is difficult to find a desired other party of communication. 
For example, at the moment, it is frequent to search for the other party by the following 
searching method. That is, the respective pieces of communication equipment register its 
own identifier in the server. The server displays a list of identifiers received, and the 
respective pieces of communication equipment select a desired other party from the list. 
According to this method, as the number of connectors increases, the more the time and 
trouble for searching increases. 
[0012] 

Further, even if the server is installed, the problem that when the communication 
equipment of the other party is not connected to the network, communication cannot be started 
remains unsolved. 
[0013] 

The invention has been made in the light of the above problems and it is an object of 
the invention to provide a calling method of communication equipment, which may improve 
the quick responsiveness of the communication equipment when the called communication 
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equipment is connected to a network by dial-up. 
[0014] 

[Means for Solving the Problems] 

According to the invention of claim 1, a calling method of dial-up connection 
communication equipment is a method of calling dial-up connection communication 
equipment connected to a network by dial-up, and it is characterized in that the method 
includes the following processes in order to solve the above problems. 
[0015] 

That is, the method includes: a first process in which calling communication 
equipment transmits a connection request to dial-up connection communication equipment by 
a communication line provided separately from the network and capable of calling the dial-up 
connection communication equipment; a second process in which the dial-up connection 
communication equipment receiving the connection request is connected to the network by 
dial-up; and a third process in which the calling communication equipment and the dial-up 
connection communication equipment communicate with each other through the network. 
[0016] 

As the above network, cited are connectionless mode network such as the Internet 
network and personal computer communication, and as the communication line, cited are a 
telephone line and a harbor radio. 
[0017] 

Generally the network, which cannot call the other party, is more easily achieved than 
the communication line, which can call the other party, such as the telephone line. Further, 
in the case where the communication equipment is connected to the network at need as in the 
dial-up connection, a channel between the network and the communication equipment and 
resources on the network such as an address can be shared by the other communication 
equipment and the other uses. Accordingly, the dialed-up connection communication 
equipment can be reduced in communication cost as compared with the case of directly 
communicating using the communication line and the case of connection to the network by a 
leased line. 
[0018] 

In the above constitution, before both of the calling communication equipment and 
the dial-up connection communication equipment communicate through the network, the 
calling communication equipment transmits a connection request to the dial-up connection 
communication equipment. Thus, even if the dial-up connection communication equipment 
is not connected to the network, in communication in the third process, it can be connected to 
the network. Accordingly, in the dial-up connection communication equipment, which can 
communicate at a low rate, communication can be surely started in a desired timing to enable 
real-time communication. 
[0019] 

According to the invention of claim 2, the calling method of dial-up connection 
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communication equipment is characterized in that in the constitution of the invention as 
claimed in claim 1, the third process includes: an encipher process in which the transmitting 
communication equipment between the calling communication equipment and the dial-up 
connection communication equipment enciphers and transmits at least part of the data 
transmitted in the third process; and a decoding process in which the receiving communication 
equipment decodes the enciphered data. 
[0020] 

As the method used in encipher, various methods such as a method of using a 
common key of cryptograph to encipher and decoding and a method of enciphering using a 
public key and encoding using a privacy key different from the public key may be applied. 
Both of communication equipment acquire key of cryptograph such as a common key of 
cryptograph and the public key of the other party by a predetermined method such as 
communication in the first process or mail prior to the third process. 
[0021] 

In the case of communication through the network, there is the risk that the 
transmitted data is wiretapped or altered. Especially in the case of using the Internet network 
or the like as the network, the communication equipment at the calling end and the 
communication equipment at the receiving end cannot specify a data transmission channel, so 
that the degree of risk of communication jamming such as tapping is high. 
[0022] 

In the above constitution, however, among the communication contents, at least some 
contents are concealed from a third party other than the calling communication equipment and 
the dial-up connection communication equipment. As a result, the security to the 
communication jamming can be improved as compared with the case of transmitting a 
plaintext as it is without enciphering the communication contents. 
[0023] 

As the data to be enciphered, cited are the communication contents themselves, and 
the user names or addresses of both of communication equipment. However, as the amount 
of data to be enciphered increases, the load of both of the communication equipment increases, 
so that only part of the data may be enciphered in consideration of the signification of 
communication. Generally when the user name and address are heard by a third party, the 
significance of the communication contents is apt to be guessed. Accordingly, in the case of 
transmitting the user name and address prior to communication such as an image and voice, 
encryption of these is especially desired. Thus, the security to communication jamming can 
be improved without much increase in load of both of communication equipment. 
[0024] 

Further, according to the invention of claim 3, the calling method of dial-up 
connection communication equipment is characterized in that in the constitution of claim 2, 
the first process includes: a process in which the calling communication equipment or the 
dial-up connection communication equipment informs the party at the other end of a key of 
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cryptograph used in encipher. 
[0025] 

In the case of using the public key in encipher, the party at the other end is informed 
of the public key corresponding to its own privacy key. In the case of enciphering using 
common key of cryptograph, the key of cryptograph is informed to the party at the other end. 
[0026] 

In the above constitution, the key of cryptograph is informed at every connection 
request, whereby even when the key of cryptograph is changed from that of the preceding 
communication, both of communication equipment can transmit and receive the enciphered 
data smoothly. In addition, both notification of connection request and sending of key of 
cryptograph are performed in a batch using the communication line. Accordingly, the time 
and trouble for connecting the communication line can be reduced as compared with the case 
of individually performing both of the above. 
[0027] 

Further, in the case of setting the key of cryptograph by mail or the like, the 
respective pieces of communication equipment have to set the key of cryptograph before use. 
The key of cryptograph is provided for each of communication equipment, so that especially 
when the number of parties to communicate increases, the time and trouble for setting 
increases. On the contrary, in the constitution as described in claim 3 of the invention, the 
key of cryptograph is informed in every connection, whereby it is not necessary to preset the 
respective keys of cryptograph, so that the time and trouble for setting can be reduced. 
[0028] 

The key of cryptograph is transmitted to the communication equipment of the party at 
the other end through the communication line, and the data enciphered by the key of 
cryptograph is transmitted through the network. Accordingly, when a third party attempts to 
interfere the communication, wire tapping of two-way communication is needed. As a result, 
the security to communication jamming can be improved as compared with the case of 
transmitting the key of cryptograph and data by single communication means. 
[0029] 

On the other hand, according to the invention of claim 4, the calling method of 
dial-up connection communication equipment is characterized in that in the constitution of the 
invention as claimed in claim 1, 2 or 3, the network is provided with a server for relaying the 
communication between the calling communication equipment and the dial-up connection 
communication equipment, and the third process includes: a process in which both of the 
above communication equipment inform the sever of their own identifications; a process in 
which both of the above communication equipment inform the server of the identification of 
the party at the other end to select the communication equipment of the party at the other end; 
and a process in which the server relays the communication between the selected 
communication equipment. 
[0030] 
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As the network, cited is a connectionless mode network such as the Internet network. 
In this constitution, in enciphering in claim 2 or 3, the identifications of both of 
communication equipment are cited as especially suitable data. 
[0031] 

In the above constitution, similarly to claim 1, even when the dial-up connection 
communication equipment is not connected to the network, in communication in the third 
process, it can be connected to the network. Thus, both of communication equipment can 
surely start the communication in a desired timing through the server provided in the network. 
Even when the server makes public the identification, the user identification is enciphered and 
registered to thereby easily conceal the identifications of both of communication equipment 
from a third party. 
[0032] 

According to the invention of claim 5, the calling method of dial-up connection 
communication equipment is characterized in that in the constitution of the invention as 
described in claim 1, 2 or 3, the network is a network such as the Internet network, which 
specifies a transmitting destination by an address in the network in transmitting data, and also 
assigns the dial-up connection communication equipment a temporary address in every 
connection, and the third process includes: a process in which the dial-up connection 
communication equipment obtains its own address in the current connection; a process in 
which the dial-up connection communication equipment informs the calling communication 
equipment of its own address by an electronic mail; and a process in which the calling 
communication equipment and the dial-up connection communication equipment specify the 
party at the other end by mutual addresses to communicate with each other. 
[0033] 

In the case of the dial-up connection communication equipment, an address is 
undetermined until the connection to the network is made. Therefore, according to the 
conventional method, the calling communication equipment cannot grasp the address of the 
receiving end so that the dialed connections of communication equipment cannot 
communicate through the network. 
[0034] 

On the other hand, as in the constitution of the invention of claim 4, in the case of 
providing the network with the server for relaying the communication between both of 
communication equipment, even the dialed-up connections of communication equipment can 
communicate smoothly. In this case, however, the cost for separately providing the server 
and the maintenance cost are needed. Further, when the server is busy, there is the risk that 
both of communication equipment cannot communicate. 
[0035] 

On the contrary, in the constitution of the invention as described in claim 5, at the 
point of time the dial-up connection communication equipment determines its own address 
after connection to the network, it can inform the calling communication equipment of the 
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address. Thus, both of communication equipment can communicate through the network 
without providing the server as in the constitution of claim 4. Accordingly, the cost required 
for communication can be further reduced as compared with the constitution of the invention 
described in claim 4, and also both of communication equipment can surely communicate 
regardless of congestion in the server. 
[0036] 

At the end of communication through the network, the dial-up connection 
communication equipment disconnects the connection to the network. In this case, when the 
dial-up connection communication equipment fails in disconnection of the line from the 
network, the dial-up connection communication equipment continues the connection to the 
network, so that the communication cost is raised against our desire. Especially, when no 
user is present in the periphery of the dial-up connection communication equipment such as 
the case where the dial-up connection communication equipment is a child station of a 
monitoring control system, failure in line disconnection is hard to grasp. Accordingly, when 
failure in line disconnection occurs, the period of time the dial-up connection communication 
equipment is connected to the network against out desire is apt to get longer, resulting in the 
high risk of increasing wasteful communication cost. 
[0037] 

On the contrary, according to the invention of claim 6, the calling method of dial-up 
connection communication equipment is characterized in that in the constitution of the 
invention described in claim 1, 2, 3, 4 or 5, after the third process, the calling method further 
includes a fourth process in which the calling communication equipment directly calls the 
dial-up connection communication equipment by the communication line to confirm whether 
or not the dial-up connection communication equipment normally disconnects the line 
connection to the communication line. 
[0038] 

In the above constitution, at the end of communicating with the dial-up connection 
communication equipment, the calling communication equipment confirms whether the line 
disconnection is successful or not by ring tone in direct calling. Thus, the calling 
communication equipment can surely recognize the line disconnection failure of the dial-up 
connection communication equipment. Accordingly, it is possible to take suitable measure 
such as the calling communication equipment's again designating the dial-up connection 
communication equipment to disconnect the line or the calling communication equipment's 
user leaving for the installation place of the dial-up connection communication equipment to 
disconnect the line. As a result, the occurrence of wasteful communication cost due to 
failure in line disconnection can be surely prevented. 
[0039] 

In the case of the communication line using ring tone different between the period the 
line is connected and the period the line is disconnected, the dial-up connection 
communication equipment is set so that call-in is not caused until a predetermined number of 
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times of ring tone, and in conformation, the calling communication equipment discriminates 
the ring tone before it reaches the predetermined number of times, thereby confirming the 
disconnection of the line. In this case, when the calling communication equipment 
disconnects the line used for direct call before it reaches the predetermined number of times, 
the communication cost is not needed even when the dial-up connection communication 
equipment can normally disconnect the line from the network. 
[0040] 

When the calling method of dial-up connection communication equipment related to 
the invention of claim 1 is used, it is possible to construct a communication system, which 
may start the communication in a desired timing, and reduce the communication cost. 
[0041] 

In this case, in the supervisory control system, generally, a child station is installed in 
a place away from a parent station, and the parent station monitors and controls a number of 
child stations. Therefore, the cost for communication between the parent station and the 
child stations is liable to increase, and there is a strong demand toward reduction of 
communication cost. Especially, in the case where the data transmitted to the parent station 
by the child station is video data such as the case of monitoring the installation place, the 
amount of data is very large so that when the data is transmitted through a ring enable 
communication line, high communication cost is needed. On the other hand, in the 
supervisory control system, delay of designation is directly linked with escalation of an 
accident so that the child station has to instantaneously respond to designation of the parent 
station. Therefore, when the child station communicates with the parent station through the 
network only connected by dial-up connection, the child station cannot respond to the 
designation of the parent station and there is the risk of escalating the accident. As a result of 
these, in the monitor and control system, while the quick responsiveness of the child station to 
the designation of the parent station is kept, reduction of communication cost is strongly 
demanded. 
[0042] 

On the contrary, according to the invention of claim 7, in order to solve the above 
problem, a supervisory control system includes: a child station having facility equipment; and 
a parent station for controlling the facility equipment by communication with the child station, 
and the monitor and control system is characterized in that the parent station includes: parent 
station communication means for calling the child station through a ring enable 
communication line to transmit a connection request, and then communicating with the child 
station through a network provided separately from the communication line, and the child 
station includes: child station communication means connected to the network by dialing up it 
on receiving the connection request through the communication line to communicate with the 
parent station through the network. 
[0043] 

In the above constitution, the parent station communication means of the parent 
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station calls the child station through a communication line such as a telephone at an arbitrary 
point of time such as a point of time user's designation is given. On the other hand, the child 
station communication means of the child station receives a connection request from the 
parent station and then sets up the connection to the network such as the Internet by dial-up 
connection. After that, the parent station and the child station transmit and receive the data 
through the network. 
[0044] 

In the above constitution, the child station is connected to the network by dial-up 
connection, which enables communication at a low rate, whereby the communication cost can 
be remarkably reduced as compared with the case where the child station and the parent 
station communicate using the communication line only. On the other hand, after the 
parent station calls the child station using the ring enable communication line, the data is 
transmitted and received through the network, so that the parent station can start 
communication with the child station in a desired timing. As a result of these, it is possible 
to achieve the supervisory control system, which may remarkably reduce the communication 
cost between the child station and the parent station while the child station can instantaneously 
respond to the designation of the parent station. 
[0045] 

[Mode for Carrying Out the Invention] 

[First Embodiment] One embodiment of the invention will now be described 
according to Figs. 1 to 4. A calling method of dial-up connection communication equipment 
according to the present embodiment is a calling method applied to a communication system 
in which the calling end and the called end communicate through a telephone line and the 
Internet network and also at least the called communication equipment is connected to the 
Internet network by dial-up, and this is a preferable method especially for long-distance 
communication such as between Japan and the U.S.A. The dial-up connection is a method of 
connecting the communication equipment, which is not always connected to the network such 
as the Internet network, to the network when each of communication equipment determines to 
need connection. 
[0046] 

In the following, prior to the description of the above calling method and 
communication equipment for implementing the method, a communication system using the 
communication equipment will be described. That is, as shown in Fig. 1, a communication 
system 1 according to the present embodiment includes the above calling method, and the 
system is provided with communication equipment 2 and 3 which are at the calling end or at 
the called end, respectively. In the present embodiment, which communication equipment 2, 
3 is at the calling end or at the called end is not especially determined, and both of 
communication equipment 2 and 3 have the functions of both the calling end and the called 
end as mentioned later. The communication equipment 2, 3 at the called end corresponds to 

the dial-up connection communication equipment described in the scope of the claims. 
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[0047] 

Both of the communication equipment 2, 3 are respectively connected to a telephone 
line (a communication line) 4. The telephone line 4 is a digital line such as ISDN (Integrated 
Services Digital Network) or an analog line, and the respective communication equipment 2, 3 
can inform a switchboard not shown of the telephone line 4 of the telephone number of the 
party at the other end by dialing. Thus, the respective communication equipment 2 and 3 can 
mutually call the party at the other end through the telephone line 4 to directly communicate 
with each other. 
[0048] 

The users of the respective communication equipment 2 and 3 join the Internet 
connection firms (provider) 5 or 6, and the communication equipment 2, 3 can respectively 
use the Internet network (network) 7 by dial-up connection. Since the communication 
equipment 2, 3 are respectively at the calling end in some case and at the called end in some 
case, both of providers 5, 6 are required to have the same function. In the following, 
although the provider 5 on the communication equipment 2 side will be described for the sake 
of convenience, the configuration of the provider 6 is the same. 
[0049] 

To be concrete, on receiving a connection request from the communication equipment 
2 through the telephone line 4, the provider 5 causes the communication equipment to input 
ID showing an account (use capability) and a password preset by each ID. At the end of 
checking the account with the password, the provider 5 assigns a free IP address among its 
possessed addresses (IP addresses) on the Internet network 7 as a temporary IP address of the 
communication equipment 2. Thus, the communication equipment 2 can recognize its own 
IP address in current connection. As a result, the communication equipment 2 can create a 
data row (datagram) divided by each predetermined size, transmit the same to the provider 5, 
and discriminate the datagram addressed thereto out of the datagram received from the 
provider 5. The provider 5 transfers the datagram from the communication equipment 2 to 
the Internet network 7, and transmits the datagram from the Internet network 7 to the 
communication equipment 2. Thus, the communication equipment 2 can be connected to the 
Internet network 7 without any inherent IP address. 
[0050] 

The provider 5 shares the IP address and the connection line with the Internet 
network 7 among subscribers of dial-up connection. Accordingly, in the provider 5, the 
connection rate of the dial-up connection is often set to a lower rate as compared with the case 
where the communication equipment 2 holds an inherent IP address, and is always connected 
to the Internet network 7 through a leased communication line, that is, the case of leased line 
connection. 
[0051] 

The provider 5 is provided with an access point for communicating with the 
communication equipment 2 through the telephone line 4. The access point is disposed near 
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to the communication equipment 2 such as the range of speech communication specified by 
local exchange code, and the communication equipment 2 can hold down the rate (telephone 
charge) of the telephone line 4 in communicating with the provider 5. 
[0052] 

Further, the provider 5 is a main server of the communication equipment 2 as well. 
To be concrete, the provider 5 previously assigns an electronic mail address to the 
communication equipment 2 and includes a storage area (a mail box) not shown 
corresponding thereto. The electronic mail addressed to the communication equipment 2 is 
delivered to the provider 5, and the provider 5 receives the electronic mail addressed to the 
communication equipment 2 and stores it in the corresponding mailbox. The provider 5 is 
always connected to the Internet network 7, and the IP address is always constant. 
Accordingly, the electronic mail is surely delivered whether the communication equipment 2 
is connected to the Internet network 7 or not and regardless of the IP address in connection. 
Each of communication equipment 2 can read out an electronic mail addressed to itself from 
the mailbox in connection by dial-up. 
[0053] 

At present the Internet network has been spread widely and a number of providers 
have started to provide service. Most of these providers support dial-up connection and have 
a function of a mail server. Accordingly, the communication system 1 of the present 
embodiment can be easily configured by providing the communication equipment 2 and 3. 
[0054] 

The following description mainly deals with the case of transmitting both a voice and 
an image as in a video conference as configuration examples of the communication equipment 
2 and 3. In the following, not only the case of transmitting both of a voice and an image but 
also the real-time transmission of data through the network such as the Internet network 7 by 
both communication equipment 2 and 3 are known generally as network conference. 
[0055] 

As to a method of achieving the respective pieces of communication equipment 2 and 
3, although various configurations are considered as mentioned later, the description will now 
deal with the configuration in which the communication equipment 2(3) includes: a connector 
2a (3a) controlling the connection between the telephone line 4 and the Internet network 7; 
and a computer 2b (3b) serving as an input/output device. In this configuration, the calling 
method of the present embodiment is implemented by the connector 2a. The communication 
equipment 2 and 3 are respectively provided with telephone sets 2c, 3c for ordinary speech 
communication except communication according to the above calling method. Since both of 
communication equipment 2 and 3 have the same configuration, in the following, for the sake 
of convenience, only the configuration of the communication equipment 2 will be described in 
detail. 
[0056] 

That is, the computer 2b includes an input device not shown such as a video camera 

14 



and a microphone, wherein the voice and image of the user side can be transmitted as a digital 
data row to the connector 2a. Further, the computer 2b includes an output device (not 
shown) such as a monitor and a speaker, wherein the data row received from the 
communication equipment 3 through the connector 2a can be informed as an image and a 
voice to the user. 
[0057] 

The computer 2b and the connector 2a are connected to each other by a previously 
selected communication method such as RS232C, RS422A, IrDA or LAN, whereby data can 
be transmitted and received in two-way. As to the communication method between both, it 
doesn't matter whether wired or wireless, or digital or analog, and also what the 
communication speed and the communication standard are like if only two-way 
communication is enabled in real time. 
[0058] 

On the other hand, the connector 2a of the present embodiment, as shown in Fig. 2, 
includes: a flash memory 11 for storing a program for implementing the calling method of the 
present embodiment and various settings; an interface part 12 communicating with the 
computer 2b in the above predetermined communication method; a communicating IC 
(Integrated Circuit) 13 connected to the telephone line 4 and the telephone set 2c; a CPU 
(Central Processing Unit) 14 for controlling the whole connector 2a; and a RAM (Random 
Access Memory) 15 serving as a working storage. Further, a status display liquid crystal 
panel 16 is provided to display the status of the connector 2a such as the electronic mail 
address of the communication equipment 3. The respective members 11 to 16 are 
respectively connected to a bus 17, and the data is transmitted between the respective 
members through the bus 17. 
[0059] 

The above flash memory 11 is an electrically reloadable non-volatile memory, which 
stores a program for performing the operation mentioned later and various set points used in 
the concerned program. To be concrete, as the set points concerning the communication 
equipment 3, cited is a telephone number in a direct call. Further, the memory stores a 
password for identifying the communication equipment 2 by the communication equipment 3 
in a direct call. The concerned password is previously transmitted to the communication 
equipment 3, and the communication equipment 3 can determine whether or not the password 
is a call from a regular user by checking. Further, as the set points concerning the provider 5, 
a telephone number of the provider 5, an account, a password and its own electronic main 
address are stored. Further, in the present embodiment, in communication through the 
Internet network 7, the communication equipment 2 and the communication equipment 3 
communicate by enciphering at least part of the communication contents using the public key 
cryptosystem such as RSA code. Accordingly, the flash memory 11 stores a privacy key 
used in encipher and decoding and a public key as well. Naturally instead of the flash 
memory 11, non- volatile record means such as ROM (Read-Only Memory), a battery back-up 
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RAM or a hard disk may be used. 
[0060] 

The interface part 12 is an interface such as RS232 C interface according to a method 
of communication between the computer 2b and the connector 2a, and the CPU 14 can 
communicate with the computer 2b through the interface part 12. 
[0061] 

Further, the communicating IC 13 is an IC for MODEM, which may control the line 
connection/disconnection of the telephone line 4, and convert a data row processed by the 
CPU 14 from and to an electric signal transmitted through the telephone line 4. Further, 
according to the designation of the CPU 14, the telephone line 4 and the telephone set 2c can 
be connected to each other to ring the bell of the telephone set 2c. 
[0062] 

On the other hand, the CPU 14 controls the interface part 12 and the communicating 
IC 13 according to the program of the flash memory 11. To be concrete, the connector 2a 
can be directly communicated with the communication equipment 3 through the telephone line 
4 by dialing a desired telephone number or connected to the Internet network 7 through the 
provider 5. Thus, the connector 2a can perform direct communication through the telephone 
line 4 and communication through the Internet network 7 in a predetermined order as 
mentioned later. 
[0063] 

The CPU 14 can control the computer 2b and the telephone set 2c through the 
interface part 12 or the communicating IC 13. Thus, the connector 2a can determine whether 
or not the computer 2b designates the connection through the Internet network 7 from the user 
by keying or the like, and a connecting destination. The connector 2a connects the telephone 
line 4 and the telephone set 2c to each other to perform ordinary speech communication. 
[0064] 

In the case of direct connection through the telephone line 4, the CPU 14 can transmit 
a predetermined message to the communication equipment 3 through the communicating IC 
13, and also identify the message received from the communication equipment 3. The 
communication method between the communication equipment 2 and 3 is serial 
communication according to the standards V32, V32bis, V34, V21 or V22, in which a 
message can be transmitted and received between them. 
[0065] 

On the other hand, in the case where the communication equipment 2 and the 
provider 5 are connected to each other by dial-up, the CPU 14 transmits and receives datagram 
to and from the provider 5 through the communicating IC 13. Thus, the connector 2a can 
recognize the IP address in current connection and also transmits an electronic mail in a 
predetermined format. Further, the connector 2a confirms its own mailbox provided in the 
provider 5 in a predetermined period to determine whether or not the electronic mail from the 
communication equipment 3 arrives. When the electronic mail has arrived, the contents of 
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the electronic mail are confirmed to recognize the IP address of the other party. 
[0066] 

In addition, in the case of connection through the Internet network 7, the CPU 14 
controls the interface part 12 and the communicating IC 13 to relay the communication 
between the computer 2b and the Internet network 7. In the case where data is transmitted in 
a format different from that of datagram transmitted through the Internet network 7 such as a 
voice data row and an image data row between the computer 2b and the connector 2a, the 
CPU 14 converts both of them mutually. On the other hand, in the case of transmitting the 
datagram to the computer 2b, the CPU 14 passes the datagram as it is. Thus, the connector 
can smoothly relay the communication between the computer 2b and the Internet network 7. 
[0067] 

Further, the CPU 14 can encipher the data transmitted to the communication 
equipment 3 using the public key of the communication equipment 3 or decode the data 
received from the communication equipment 3 using its previously stored own privacy key. 
[0068] 

Although the computer 2b is in charge of input/output in the communication 
equipment 2 in the above description, the input/output device is not limited to this. As 
described above, as to the communication method between the input/output device such as the 
computer 2b and the connector 2a, it doesn't matter whether wired or wireless, or digital or 
analog, and also what the communication speed and the communication standard are like. 
Accordingly, various input devices such as a telephone set and a video camera can be used. 
In this case, however, the connector 2a need to convert the datagram transmitted by the 
Internet network 7 and the data between the telephone set 2c and the connector 2a mutually. 
[0069] 

Especially as shown in Fig. 3, in the case of using a telephone set 22c as an input 
device of communicating equipment 22, the telephone set 22c can be used both in speech 
communication through the Internet network 7 and ordinary speech communication. Further, 
it will be sufficient to provide a connector 22a between the telephone set 22c having the same 
configuration as the conventional one and the telephone line 4, the installation can be more 
facilitated as compared with the case of providing another input device. 
[0070] 

In this case, since the input device is only the telephone set 22c, it is necessary to 
discriminate between speed communication through the Internet network 7 and ordinary speed 
communication. Although a switch or the like is provided on the connector 22a, thereby 
designating the speech communication through the Internet network 7, the following method 
may be adopted to allow the user to discriminate between them using the telephone set 22c 
only. That is, the user presses a button for a preset register number of the party at the other 
end after the operation not used in the ordinary speech communication such as pressing the 
button three times on lifting a telephone receiver. The connector 22a recognizes the 

above button operation according to a voice signal sent from the telephone set 22c to identify 

17 



the occurrence of a connection request and the party at the other end. When speech 
communication with the other party is enabled through the Internet network 7, the user is 
notified by ringing a bell of the telephone set 22c or the like. On the other hand, when an 
ordinary telephone number is pressed, the connector 22a determines the ordinary speech 
communication according to a signal from the telephone set 22c, and passes the signal intact 
to the telephone line 4. Thus, the telephone set 22c can perform a direct call through the 
telephone line 4 similarly to the case without the connector 22a. Thus, as the operation for 
designating the communication through the Internet network 7, the operation not used 
ordinarily is assigned by the input device, whereby a connection request through the Internet 
network 7 and an ordinary communication connection request can be discriminated only by 
using the same input device as the conventional one. 
[0071] 

Although the above description deals with the case in which the computer 2b is in 
charge of input/output, and the connector 2a is in charge of controlling the connection order to 
the telephone line 4 or the Internet network 7 or encryption in the communication equipment 2, 
the role sharing between both members 2a, 2b is also not limited to this. For example, the 
processing of the connector 2a such as the above connection order control and the encryption 
may be mostly performed by the computer 2b. In this case, ordinary MODEM or a terminal 
adaptor of ISDN may be applied to the connector 2a. 
[0072] 

In Fig. 1 and Fig. 3, although the connector 2a (22a), the computer 2b and the 
telephone set 2c (22c) are respectively described as separate members for the sake of 
convenience of description, naturally they may be integrated. As an example of integration, 
cited are a domestic television set shown in Fig. 1, in which the connector 2a and the 
computer 2b are integrated and a telephone set shown in Fig. 3, in which the connector 22a 
and the telephone set 22c are integrated. Further, when a wireless telephone line is used as 
the telephone set 4, the above integrated telephone set may be constructed as a cellular phone. 
When a video camera is adopted as the input/output device and integrated with the connector 
2a, it is possible to achieve the video camera, which may transmit an image and a video 
through the Internet network 7. In this case, more preferably a wireless telephone line is 
used so that the video camera is made portable. The selective combination of 
integration/separation or input/output device, and further wireless or wired telephone line 4 
will achieve various configurations of communication equipment 2. 
[0073] 

The operation in the case where the communication equipment 2 calls the 
communication equipment 3 in the communication system 1 shown in Fig. 1 will now be 
described step by step according to the flowchart shown in Fig. 4. 
[0074] 

That is, when the user of the communication equipment 2 designates the 
communication equipment 2 to communicate with the communication equipment 3 by keying 
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of the computer 2b, in the step SI a, the communication equipment 2 dials the telephone 
number of the communication equipment 3. Thus, the communication equipment 3 is called 
through the telephone line 4. In the following, the step Sla is abbreviated as Sla simply. 
Further, the processing conducted by the communication equipment 2 is indicated by adding a 
final letter (a) such as Sla, and the processing conducted by the communication equipment 3 
is indicated by adding a final letter (b) such as Sib to discriminate between them. 
[0075] 

On the other hand, in the case of ready for communication, the user of the 
communication equipment 3 designates the communication equipment 3 to turn on "receive 
wait" by previously pressing a button or the like (Sib). When the "receive wait" is on state, 
the communication equipment 3 responds to a telephone call (S2b). As a result, the 
communication equipment 2 and the communication equipment 3 can start direct 
communication through the telephone line 4. 
[0076] • 

On detecting the response of the communication equipment 3, the communication 
equipment 2 transmits a predetermined message such as 44 CALL CU-SEEME from user name 
of the communication equipment 2, PASSWORD: user's electronic mail address of the 
password communication equipment 2, public key of the communication equipment 2" to 
inform the communication equipment 3 of user name of the communication equipment 2, 
password, electronic mail address, and public key of the communication equipment 2 used in 
communication (S2a). The communication equipment 3 checks the combination of received 
user name and password with the previously stored combination to determine whether or not 
the party is a qualified communication party (S3b). When the party is not the qualified 
communication party, for example, when the user name or password is wrong, or the party at 
the other end speaks by a voice, the connector 3a of the communication equipment 3 rings the 
bell of the telephone set 3c to connect the telephone line 4 and the telephone set 3c (S4b). 
Thus, the user of the communication equipment 3 can talk with the party at the other end using 
the telephone set 3c. In this case, the following processing is not conducted. 
[0077] 

On the other hand, in the above S3b, when the qualified communication party is 
verified, the communication equipment 3 transmits a predetermined message such as "OK 
CU-SEEME from the user name of the communication equipment 3, user's electronic mail 
address of the communication equipment 3 and public key of the communication equipment 
3" (S5b), and the communication equipment 2 receives the message (S3a). Thus, the 
communication equipment 2 can obtain the receipt of its own connection request by the 
communication equipment 3, the user name of the communication equipment 3, electronic 
mail address and the public key of the communication equipment 3 used in communication. 
[0078] 

After that, the communication equipment 2 and 3 disconnect their connection to the 
telephone line 4 (S4a, S6b), and start dialing-up a predetermined provider 5 or 6 (S5a, S7b). 
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In the respective communication equipment 2 and 3, the connectors 2a, 3a designate the 
computer 2b to start network conferencing software previously provided on the computer 2b 
such as CU-SEEME developed by Corel University (S6a, S8b). 
[0079] 

In the above S5a and S7b, when dial-up connection is successful, the communication 
equipment 2 and 3 obtain IP address for the current connection only from the respective 
providers 5, 6 (S7a, S9b). As a result, the respective communication equipment 2 and 3 can 
transmit the datagram to the Internet network 7. 
[0080] 

At this point of time, however, the communication equipment 2 and the 
communication equipment 3 do not grasp the IP address of the party at the other end so that 
the datagram addressed to the party at the other end cannot be generated. Therefore, 
although the communication equipment 2 and 3 can communicate with the equipment having 
the predetermined IP address such as the providers 5, 6, the communication between both of 
the communication equipment 2 and 3 cannot be started. 
[0081] 

Subsequently, the respective communication equipment 2 and 3 encipher their own 
names and own IP addresses using the public key sent from the party at the other end in the 
above S2a or S5b. After that, the communication equipment 2 and 3 transmit the cryptogram 
as an electronic mail to the electronic mail address of the party at the other end (S8a, SI 0b). 
Each electronic mail is enciphered by the public key of the party at the other end, so that it 
cannot be decoded without the privacy key held by the party at the other end. 
[0082] 

The communication equipment 2 and 3 monitor their own mailboxes provided on the 
providers 5, 6 at a predetermined period such as the intervals of five seconds. When the 
electronic mail arrives from the party at the other end, the communication equipment 2 and 3 
read the electronic mail from the mailbox and perform decoding using their own privacy keys. 
Thus, the communication equipment 2 and 3 can obtain the name and IP address of the party 
at the other end (S9a, SI lb). 
[0083] 

Further, on receiving the IP address of the party at the other end, the communication 
equipment 2 and 3 inform the network conferencing software of the IP address to call the 
party at the other end. Thus, at the network conferencing software, the communication is 
started (SlOa, S12b), 
[0084] 

Each datagram includes the IP address of the transmitting end in addition to the IP 
address of the transmitting destination. Thus, when one communication equipment 2 (3) 
calls the communication equipment 3(2) of the party at the other end, the called network 
conferencing software can recognize the calling IP address based upon the received datagram. 
Accordingly, the communication can be started at the point of time one calls. To be concrete, 
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when the processing of the above SlOa starts earlier than the processing of the SI 2b, the 
communication equipment 3 need not to conduct the above processing SI lb. Similarly when 
the above SI 2b starts earlier, the communication equipment 2 may omit the processing of the 
S9a. The network conferencing software is created to communicate even when they mutually 
call at the same time, so that even when each processing S9a, SI lb is not omitted, the 
communication can be started smoothly. 
[0085] 

Further, at the point of time one communication equipment 2(3) calls the 
communication equipment 3(2) of the party at the other end, the communication can be started, 
so that during dial-up connection of both communication equipment 2 and 3, even if one of 
them does not transmit an electronic mail, both communication equipment 2 and 3 can start 
communication. However, when both communication equipment 2 and 3 transmit electronic 
mails, the communication can be started the moment the electronic mail of one of them arrives, 
so that the probability of more early starting the communication can be made higher as 
compared with the case where only one transmits an electronic mail. 
[0086] 

During the conference, the voice and image from the computer 2b are transmitted to 
the computer 3b through the connector 2a, the provider 5, the Internet network 7, the provider 
6 and the connector 3a, and the voice and image from the computer 3b are transmitted in the 
opposite direction through the above path. Thus, the users of the communication equipment 2 
and the communication equipment 3 can communicate by the network conference software 
(SlOa, SI 2b). At the end of conference, the communication equipment 2 and 3 respectively 
disconnect dialed connection (SI la, SI 3b) to end the communication between the 
communication equipment 2 and 3. 
[0087] 

When the user at the receiving end is absent, for example, or when communication 
through the Internet network 7 is not desired, the connector 3a is designated to turn off 
"communication wait" by pressing a predetermined button or the like. In this case, the 
connector 3a makes the connection to the telephone set 3c unconditionally without conducting 
the processing of the S2 and subsequent steps. 
[0088] 

In the case of communication through the Internet network 7, it is unknown at the 
time of sending what the path of datagram transmitted by the communication equipment 2 and 
3 is like to reach an address like, and the equipment constituting the Internet network 7 
determines the next equipment to pass the datagram on receiving the datagram. 
[0089] 

Consequently, in the equipment where each datagram passes, the datagram is easily 
altered and copied, so that communication jamming is easily caused as compared with the 
case of direct communication through the telephone line 4. Especially in the case of 

transmitting the user name and IP address still in a plaintext by an electronic mail, the 
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significance of communication can be judged from the user name so that the possibility that 
the subsequent communication is subjected to jamming as a priority becomes higher. On the 
other hand, arithmetic processing is essential to encryption and decoding, so that a higher 
throughput is demanded from the communication equipment 2 and 3 as compared with the 
case where encryption is not performed. 
[0090] 

Accordingly, in the present embodiment, in order to achieve compatibility between 
load in communication and security to jamming, only the contents of the electronic mail are 
enciphered. However, when further higher security to jamming is required, the 
communication contents are enciphered also during the communication period of the network 
communication software to thereby improve the security comparatively easily. 
[0091] 

Further, since the path for passing each datagram is not determined, it is difficult to 
assure the arrival time of the datagram. In a certain channel, when the amount of data 
exceeds the tolerance, there is the risk of losing datagram. In the communication system 1 of 
the present embodiment, however, in order to transmit the voice data and the image data, the 
communication equipment 2 and 3 are connected to the Internet network 7 through the 
communication line having enough communication capacity. When both providers 5, 6 are 
selected, a provider which connects both providers 5, 6 by a line having enough 
communication capacity is selected. Therefore, when the data amount is much smaller like 
an electronic mail as compared with the voice data and the image data, there is practically 
very low degree of risk of delay and loss. If an electronic mail does not arrive within a 
predetermined time, when the electronic mail is retransmitted, the possibility of delay and loss 
can be further reduced. 
[0092] 

Although both communication equipment 2 and 3 exchange electronic mail addresses 
between them through the telephone line 4 prior to the communication through the Internet 
network 7 in the present embodiment, this is not restrictive. For example, an electronic mail 
address of the party at the other end may be previously stored in the flash memory 1 1 shown 
in Fig. 2 or the like. The electronic mail address is, however, changed on the convenience of 
the user in some case. In that case, it takes the time and trouble for the user of the 
communication equipment 2, 3 to inform the party at the other end of a new electronic mail 
address every time they change the electronic mail address, and for the user of communication 
equipment 2, 3 at the other end to reset the received electronic mail address on the 
communication equipment 2, 3. On the contrary, in the present embodiment, the electronic 
mail addresses are mutually informed at every calling, whereby the time and trouble for 
changing the electronic mail address can be remarkably reduced. 
[0093] 

[Second Embodiment] 

According to the first embodiment, as separate communication means from the 
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telephone line 4, the Internet network 7 is used, and the communication equipment 2 and the 
communication equipment 3 directly communicate through the Internet network 7. On the 
contrary, as shown in Fig. 5, a communication system 31 of the present embodiment is the 
same as the first embodiment in that as a separate communication line from a telephone line 
34, the Internet network 37 is used. However, the difference is that communication 
equipment 32 and communication equipment 33 communicate through a server 38 provided 
on the Internet network 37. In the communication system 31, the respective members of 
from the communication equipment 32 to the Internet network 37 have the substantially 
similar functions to those of the communication equipment 2 to the Internet network 7. 
Therefore, only the different parts will be described, and the description of the similar parts 
will be omitted. 
[0094] 

A server 38 provided in the communication system 31 of the present embodiment is 
called reflector, which has an inherent IP address and may relay the communication between 
the communication equipment 32 and 33 communicating with the server 38. To be concrete, 
the server 38 is provided with an area for storing combination of an IP address and 
identification of the current communicating equipment. When each of equipment informs 
the server 38 of the identification, the server 38 stores the combination of the IP address and 
identification of the equipment in the above area. Further, the server 38 may transmit a list 
of identifications from the above area according to equipment's request. Thus, each of 
equipment can know the identification of the current communication enabled equipment 
through the server 38. Further, the equipment specifies the identification to the server 38 to 
select a desired party at the other end of communication. 
[0095] 

The server 38 stores the IP addresses and identifications of all of equipment on 
storing the identification of the equipment. Therefore, the server 38 may transmit datagram 
received from one end to the IP address of the other end when the equipment specifies the 
party at the end of communication. The server 38 may transfer the datagram received from 
some equipment to two or more pieces of equipment. In this case, two or more pieces of 
equipment can communicate with each other. 
[0096] 

At present, various servers 38 are provided on the Internet network 37, and among 
them, some server 38 makes public its IP address to be used by unspecified individuals. 
Thus, these servers 38 are selected to easily constitute the above communication system 31. 
[0097] 

In the present embodiment, the hardware configurations of the communication 
equipment 32 and 33 are the same as those of the communication equipment 2 and 3 as shown 
in Fig. 1, and the operation varies with a difference in loaded software. Accordingly, in the 
following, the operation when the communication equipment 32 calls the communication 

equipment 33 will be described, and the description of the hardware configuration is omitted. 
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[0098] 

As shown in the flowchart of Fig. 6, the calling method of the present embodiment 
includes steps (S21a to S3 la and S21b to S33b) of conducting the same processing as those of 
step Sla to Slla and Sib to S13b shown in Fig. 4. 
[0099] 

However, although in specifying the party of communication at the other end, the 
communication equipment 32 and 33 mutually exchange IP addresses using electronic mails 
in the first embodiment, according to the present embodiment, the communication equipment 

32 and 33 register predetermined identifications in the server 38 and select the identification 
of the party at the other end to specify the party of communication at the other end. 
Therefore, instead of the steps of exchanging their own IP addresses as in the steps S8a, S9a 
and SlOb, SI lb shown in Fig. 4, the following steps S28a, S29a and S30b, S3 lb are provided. 
In the S22a and S25b, the communication equipment 32 and 33 omit notification of an 
electronic mail address. 

[0100] 

That is, at the end of processing in the S27a and S29b, the communication equipment 
32, 33 may transmit datagram including its own IP address to the Internet network 37 through 
the providers 35, 36. At this point of time, in the S22a or S25b, the public key and user name 
transmitted by the party at the other end are obtained. 
[0101] 

The communication equipment 32 and 33 encipher their user names by the public key. 
Further, the communication equipment 32, 33 inform the server 38 of the enciphered user 
names as identifications. The server 38 registers the combination of the identifications and 
IP addresses of the communication equipment 32, 33 (S28a, S30b). The server 38 can obtain 
the respective IP addresses according to the datagram transmitted when the communication 
equipment 32, 33 inform the identifications. 
[0102] 

In the present embodiment, the identifications of the communication equipment 32, 

33 are enciphered and registered in the server 38. Accordingly, although a third party 
communicating with the server 38 can look at a list of identifications, the user names are 
unknown. As a result, similarly to the case of enciphering the electronic mail in the first 
embodiment, also in the present embodiment, the user name can be concealed from a third 
party. 

[0103] 

Subsequently, the communication equipment 32 and 33 cause a request for a list of 
identifications to the server 38. Further, the communication equipment 32 and 33 decode the 
respective identifications in the list using its own privacy key to select the identification in 
which a match between a previously informed user name and the decoding result occurs. 
After that, the communication equipment 32 and 33 inform the server 38 of the identification 

as the party of communication at the other end (S29a, S3 lb). The server 38 obtains one IP 
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address from datagram used in notification, and obtains the other IP address from the IP 
address corresponding to the identification. After that, on receiving datagram from one of 
both IP addresses, the server 38 transfers the datagram to the other IP address. Thus, the 
communication equipment 32 and 33 may perform two-way communication even if they do 
not know the IP addresses mutually. In the present embodiment, similarly to the above first 
embodiment, during communication using the network conferencing software, the 
communication equipment 32 and 33 do not encipher the contents of communication to reduce 
the load in communication. However, the contents of communication are enciphered by the 
public key of the party at the other end also during the period to further improve the security 
to communication jamming. 
[0104] 

After the S29a, S3 lb, substantially similarly to the first embodiment, the 
communication equipment 32 and 33 perform two-way communication using the network 
conferencing software and then disconnect dialed connection at the end of a conference, 
thereby ending the communication. 
[0105] 

In the communication system 31 of the present embodiment, the server 38 relays the 
communication so that when the communication equipment 32 calls the communication 
equipment 33, mutually they do not require the IP address. It will be sufficient that both 
providers 35, 36 are not electronic mail servers of the communication equipment 32 and 33, 
and the communication equipment 32 and 33 cannot transmit and receive an electronic mail. 
Also in this case, the same effect as that of the present embodiment can be obtained. 
[0106] 

The communication equipment 32, 33 need to inform the identification to the IP 
address of the server 38 in the above S28a, S30b. This IP address may be previously stored 
in the flash memory 11 shown in Fig. 2, or make arrangements for it in the process of 
communication on the telephone line 34. Before registration in the above S28a, S30b, if a 
common server 38 is specified between the communication equipment 32 and 33, it does not 
matter how the server 38 is specified. 
[0107] 

[Third Embodiment] 

According to the first and second embodiments, as communication means separate 
from direct communication using the telephone lines 4, 34, the Internet networks 7 and 37 are 
used. On the contrary, in the present embodiment, as separate communication means, the 
case of using personal computer communications will be described. 
[0108] 

As shown in Fig. 7, in a communication system 41 of the present embodiment, the 
users of communication equipment 42 and 43 enter the personal computer communications, 
and the communication equipments 42 and 43 telephone neighboring access points 45, 46 to 

be connected to a personal computer communication server 47 by dial-up. 
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[0109] 

The personal computer communication server 47 communicates with the 
communication equipment 42 and 43 to provide predetermined services such as database 
retrieval Further the personal computer communication server 47 of the present 
embodiment may relay the communication between both communication equipment 42 and 43 
similarly to the server 38 shown in Fig. 5. Thus, two-way communication can be performed 
between both communication equipment 42 and 43 through the personal computer 
communication server 47. 
[0110] 

The personal computer communication server 47 administers the subscribers by ID or 
the like, and checks ID and password when the communication equipment 42 and 43 are 
connected through a telephone line 44 to identify the communication equipment 42 and 43, 
respectively, similarly to the provides 5 and 6 as shown in Fig. 11. However, differently 
from the case of communication through the Internet network 7 as in the communication 
system 1 shown in Fig. 1, in the communication system 41 shown in Fig. 7, the IDs of both 
communication equipments 42 and 43 are managed by the personal computer communication 
server 47. Accordingly, in the communication system 41, the communication party at the 
other end is specified by the respective IDs. The respective access points 45, 46 and the 
personal computer communication server 47 are connected to each other by leased lines 48, 
48. 

[0111] 

Currently many the personal computer communication servers 47 are provided. 
Therefore, one of them is selected and the communication equipment 42, 43 are provided to 
comparatively easily constitute the communication system 41. 
[0112] 

The communication equipment 42 and 43 of the present embodiment are the 
substantially same hardware components as the communication equipment 2, 3 (22) shown in 
the first embodiment. However, the communication equipment 42 and 43 of the present 
embodiment transmit and receive data of a format corresponding to the communication mode 
with the personal computer communication server 47 when they are connected to the personal 
computer communication server 47. The transmission and receiving of the data of the format 
may be easily achieved by partially altering the hardware or software of the communication 
equipment 2 and 3. 
[0113] 

In the above configuration, when the communication equipment 42 calls the 
communication equipment 43, the communication system 41 is operated as shown in Fig. 8. 
That is, in the steps from S41a to S44a and from S41b to S46b, the communication equipment 
42 conducts the same processing as that of Fig. 6 before communication through the personal 
computer communication server 47, thereby calling the communication equipment 43 through 
the telephone line 44 to transmit a connection request. At this time, both communication 
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equipment 42 and 43 exchange public keys with each other. 
[0114] 

Subsequently, in the steps from S45a to S48a and from S47b to S50b, similarly to Fig. 
6, both communication equipment 42 and 43 are respectively connected to the personal 
computer communication server 47 by dial-up to communicate through network conferencing 
software. 
[0115] 

In the present embodiment, however, the communication party at the other end is 
specified by using ID inherent to the communication equipment 42 and 43. Accordingly, the 
processing in the steps from S27a to S29a and from S29b to S3 lb is omitted. According to 
the present embodiment, in the S47a and S49b, in communication using the network 
conferencing software, both communication equipment 42 and 43 encipher and transmit the 
contents of communication using the public key of the party at the other end, which is 
exchanged with each other through the telephone line 44. The enciphered communication 
contents are decoded by its own previously held privacy key. Thus, the communication 
contents can be concealed from a third party. 
[0116] 

[Fourth embodiment] 

The description of the above first to third embodiments deals with the configuration 
using the calling method of the dial-up connection communication equipment according to the 
invention even when communication equipment 2 (32, 42) calls the communication equipment 
3 (33, 43), and on the contrary, even when the communication equipment 3 (33, 43) calls the 
communication equipment 2 (32, 42). However, the calling method of the dial-up 
connection communication equipment may be used only when the communication equipment 
at one end calls the other communication equipment. 
[0117] 

The case of using the calling method of dial-up connection communication 
equipment according to the invention only when the parent station calls the child station will 
now be described in detail by taking a monitor camera system (a supervisory control system) 
as an example. Although the Internet network or personal computer communications may be 
used as a network as shown in the first to third embodiments, the following description deals 
with the case of using the Internet network similarly to the first embodiment. 
[0118] 

That is, according to the present embodiment, a monitor camera system 5 1 is used for 
monitoring an unmanned parking garage, for example, and as shown in Fig. 9, the system 
includes: a parent station (calling communication equipment) 52 disposed in a head office and 
a child station (dial-up connection communication equipment) 53 disposed in each parking 
garage. The child station 53 is provided with a transmitter (child station communicating 
means) 53a for transmitting a video obtained by a monitor camera 53b ... to the parent station 
52, and the video obtained by each monitor camera 53b is sent to a receiver (parent station 
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communicating means) 52a of the parent station 52 through the transmitter 53a of the child 
station 53. At the parent station 52, according to the video, whether the presence/absence of 
parking without permission is confirmed. Thus, all unmanned parking garages over the 
country can be monitored by only one head office. Accordingly, it is not necessary to 
dispatch monitoring staff members to the respective parking garages, so that the labor costs 
can be reduced. The charge of parking is collected once in a week, for example, by a local 
contracting staff member. 
[0119] 

To be more precise, the transmitter 53a of the child station 53 has the substantially 
same configuration as the connector 3a shown in Fig. L However, the difference is that in 
order to control a plurality of monitor cameras 53b, interfaces of the number corresponding to 
the number of monitor cameras 53b are provided. With this point, a function of recognizing 
a designation from the parent station 52 to select the monitor camera 53b designated to obtain 
a video, and designating the monitor camera 53b to obtain a video is assigned to the 
transmitter. Since the function can be achieved when the CPU 14 shown in Fig. 2 executes a 
predetermined program, the transmitter 53a can be achieved by the same hardware as that of 
the connector 3a. 
[0120] 

Further, each monitor camera 53b is disposed in a position to photograph a number 
plate of a vehicle parked in each parking space of the parking garage. The resolution of a 
video obtained by each monitor camera 53b is set to read the characters of the number plate. 
Each monitor camera 53b and the transmitter 53a are connected by a predetermined 
communication method as the computer 2b and the connector 2a shown in Fig. 1, whereby the 
monitor camera 53b can obtain a video according to the designation of the transmitter 53a, and 
the video data showing the obtained video can be transmitted to the transmitter 53a. 
[0121] 

Further, in the present embodiment, a wireless telephone system is used in part of the 
telephone line 54, and the transmitter 53a is connected to the parent station 52 or the provider 
56 through a cellular phone set 53c. The wireless telephone system may utilize various 
systems such as a personal handy phone system (hereinafter referred to as PHS) and an 
automobile telephone system, and the child station 53 is provided with the cellular phone set 
53c according to each system. Similarly to the connector 3a shown in Fig. 1, the transmitter 
53a and the telephone line 54 may be directly connected to each other without utilizing the 
wireless telephone system. 
[0122] 

Thus, the child station 53 may directly communicate with the parent station 52 
through the telephone line 54 similarly to the communication equipment 33 shown in Fig. 1, 
and it can be connected to the Internet network 57 through the telephone line 54 and the 
provider 56 by dial-up. 
[0123] 
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On the other hand, the parent station 52 may communicate with the child station 53 
by both the direct connection through the telephone line 54 and the connection through the 
Internet network 57 similarly to the communication equipment 2 shown in Fig. 1. The parent 
station 52 of the present embodiment is directly connected to the Internet network 57 by a 
leased line 58 differently from the communication equipment 2. Thus, the parent station 52 
may call the child station 53 to communicate therewith using the calling method of the dial-up 
connection communication equipment according to the invention. Since the parent station 52 
of the present embodiment is always connected to the Internet network 57 by the leased line 
58, an inherent IP address is assigned to the parent station 52. 
[0124] 

To be concrete, the parent station 52 of the present embodiment is provided with a 
receiver 52a instead of the connector 2a shown in Fig. 1, and provided with a terminal 52b 
instead of the computer 2b and the telephone set 2c, which informs a video from the monitor 
camera 53b to a user and receives user's designation. The receiver 52a and the terminal 52b 
are connected by a predetermined communication method such as LAN similarly to the 
connector 2a and the computer 2b to perform bi-directional transmission and receiving of the 
data. 
[0125] 

The receiver 52a of the present embodiment includes a terminal adapter (TA) 
function, and it can be connected to an ISDN line through a digital line terminal device (DSU) 
not shown. The ISDN line is a digital line by which two lines (B channel) are 
simultaneously used by single subscriber contract. One line is monopolized to be connected 
to the Internet as a leased line 58, and the other line is used as the telephone line 54. The 
leased line 58 is not limited to this, but various lines such as a cable television line and an 
optical fiber can be used. When the ISDN line is used, however, both the leased line 58 and 
the telephone set 54 can be achieved by single subscriber contract, so that the parent station 52 
may be achieved comparatively inexpensively. 
[0126] 

To be concrete, although the receiver 52a has the similar configuration to that of the 
connector 2a shown in Fig. 2 as shown in Fig. 10, S/T point interface (referred to S/T point I/F 
for short) 18 connected to the DSU is provided instead of the communicating IC 13. The S/T 
point I/F 18 can control setting/disconnection (line connection/disconnection) of a call 
according to the designation of the CPU 14, or convert a data row processed by the CPU 14 
and an electric signal transmitted on the ISDN line to and from each other. Further the S/T 
point I/F 18 also may modulate the data row to be processed by the CPU 14 to a voice signal, 
and then transmit the voice signal on the ISDN line, demodulate the voice signal transmitted 
from the ISDN line, and convert it to the data row to be processed by the CPU 14. Thus, the 
receiver 52a can directly communicate with the transmitter 53a of the child station 53 through 
the telephone line 54. The communication method between the receiver 52a and the 
transmitter 53a is serial communication according to predetermined standards such as V32, 
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V32bis, V34, V21 or V22, which may transmit and receive a message between them. 
[0127] 

Thus, the receiver 52a may directly call the child station 53 through the telephone 
line 54 and also communicate with the child station 53 through the leased line 58 and the 
Internet network 57. 
[0128] 

If the function as the whole of the parent station 52 is the same, it is possible to freely 
set the role sharing of the receiver 52a and the terminal 52b and whether or not both of them 
are integrally formed according to use, but the case where the receiver 52a acts as a server 
receiving a video from the monitor camera 53b will now be taken as an example and described. 
In this case, the video from each monitor camera 53b is stored in the receiver 52a, and the 
terminal 52b designates the receiver 52a to receive the video and display the video. On the 
other hand, when the user decides to obtain a video of a place where a certain monitor camera 
53b is disposed, the terminal 52b discriminates the designation of the user by keying or the 
like, and informs the receiver 52a of an obtain request for a video to the monitor camera 53b. 
The receiver 52a discriminates the child station 53 corresponding to the monitor camera 53b 
according to the information from the terminal 52b, and calls the child station 53 by the 
calling method of the dial-up connection communication equipment according to the 
invention. 
[0129] 

The operation of the parent station 52 and the child station 53 in calling the child 
station 53 will now be described according to the flowchart shown in Fig. 11. Similarly to 
the flowcharts of the first to third embodiments, the step showing the operation of the calling, 
that is, parent station 52 is referred by a reference numeral to which a final letter (a) is added 
such as S61a, and the step showing the operation of the called, that is, child station 53 is 
referred by a reference numeral to which a final letter (b) is added. 
[0130] 

That is, at the parent station 52, the terminal 52b generates a receive request for 
obtaining a video from the monitor camera 53b according to the designation of the user and 
informs it to the receiver 52a (S61a). The receiver 52a retrieves the child station 53 
corresponding to the monitor camera 53b according to the receive request to obtain the 
information for calling the child station 53 such as a telephone number and a password. 
Further, the receiver 52a telephones to the telephone number using a free line out of two ISDN 
lines to make a phone call to the transmitter 53a of the child station 53 (S62a). When the 
transmitter 53a responds to a telephone call (S61b), direction communication is enabled 
between the receiver 52a and the transmitter 53a by the telephone line 54. 
[0131] 

Further, in the S63a, when the receiver 52a informs the transmitter 53a of a 
predetermined password, the transmitter 53a verifies whether or not the received password is a 
predetermined notified password in the S62b, and if it is the notified password, a response 
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message is transmitted to the receiver 52a. 
[0132] 

On receiving the response message, the receiver 52a gives a communication 
parameter (access information) used in connection through the Internet network 57 to the 
transmitter 53a in the S64a, and after receiving the communication parameter, the transmitter 
53a disconnects the line connection with the telephone line 54 (S63b). Thus, the direction 
connection between the receiver 52a and the transmitter 53a is disconnected. 
[0133] 

The communication parameter transmitted in the above S64a includes dial-up 
information used for dial-up connection of the transmitter 53a such as a telephone number of 
the nearest provider 56 of the transmitter 53a, an account of the provider 56 and a password. 
The receiver 52a may inform each transmitter 53a of previously associated dial-up 
information, and for example, the receiver 52a may confirm the position of the transmitter 53a 
and inform the dial-up information corresponding to the transmitter 53a using the service of 
the radio communication system for informing both of the calling end and called end of the 
current position of the terminal. 
[0134] 

Further, the communication parameter includes the information used in transmitting 
video data through the Internet network 57 such as a key of cryptograph, the IP address of the 
receiver 52a, log-in name for ftp (File Transfer Protocol), and a communication start condition. 
To be more precise, the above key of cryptograph is a key of cryptograph used in enciphering 
the video data by the transmitter 53 a, which is a throwaway type varying with every 
connection. The communication start condition shows a condition in connecting the 
transmitter 53a to the receiver 52a through the Internet network 57, and the following 
conditions are cited. When a first condition is selected, the receiver 52a calls the transmitter 
53a on the telephone line 54, and the moment the communication is disconnected, the child 
station 53 starts the communication. When a second condition is selected, the transmitter 
53a automatically starts the communication at fixed time intervals or at a specified time. 
Further, when a third condition is selected, in the case where some abnormality is sensed by a 
sensor (not shown) connected to the transmitter 53a, the transmitter 53a automatically starts 
the communication. In addition, when a fourth condition is selected, the transmitter 53a 
always performs the image processing for the video from each monitor camera 53b, and in the 
case where a predetermined change appears in the video, it automatically starts the 
communication. When a fifth condition is selected, in the case where a call is received from 
an ordinary telephone set (not shown) through the telephone line 54, the transmitter 53a 
automatically starts the communication after the connection with the telephone set is 
disconnected. 
[0135] 

When direct communication between the receiver 52a and the transmitter 53a is 
disconnected in the above S63b, the transmitter 53a is on standby until the communication 
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start conditions informed in the above S64a are satisfied (S64b). 
[0136] 

When the communication conditions are satisfied, the transmitter 53a designates the 
monitor camera 53b to take a photograph or selects the latest video from the videos 
transmitted from the monitor camera 53b to obtain the video data from the monitor camera 
53b, and enciphers the same using the key of cryptograph informed in the above S64a. 
Further, the transmitter 53a is dialed up and connected to the Internet network 57 through the 
provider 56 specified in the S64a (S65b). Thus, an IP address is assigned and the transmitter 
53a is connected to the Internet network 57. The receiver 52a is always connected to the 
Internet network 57 through the leased line 58. 
[0137] 

Subsequently, in the S66b, the transmitter 53a causes a request for ftp connection to 
the receiver 52a through the Internet network 57 (S66b). The ftp connection request is 
caused by transmitting a predetermined command to the IP address of the receiver 52a 
informed in the above S64a. 
[0138] 

Further, on receiving the ftp connection request, the receiver 52a transmits a random 
number to the transmitter 53a on a login name input screen (S65a). Since the IP address of 
the transmitter 53a is not determined until it is assigned in the above S65b, the receiver 52a 
cannot estimate the IP address of the transmitter 53a. However, the datagram, which is 
transmitted to the receiver 52a when the transmitter 53a causes a request for ftp connection in 
the above S66b, includes the IP address of the transmitter 53a as an IP address at the 
transmitting end. Accordingly, the receiver 52a may transmit arbitrary data to the transmitter 
53a through the Internet network 57 without any hindrance by transmitting the datagram to the 
IP address. 
[0139] 

Further, the transmitter 53a enciphers the received random number using the key of 
cryptograph informed in the above S64a to generate a password, and transmits the password to 
the receiver 52a (S67b). On the other hand, the receivers 52a determines whether or not the 
received password is a password, which corresponds to the login name and is enciphered 
using the password informed in the above S64a. When it is the password, which corresponds 
to the login name and is correctly enciphered, the transmitter 53a is acknowledged to be a 
regular party at the other end (S66a). 
[0140] 

The acknowledged transmitter 53a transmits the video data enciphered in the above 
S65b to the receiver 52a by an ftp protocol (S68b). The video data reaches the receiver 52a 
through the Internet network 57, and the receiver 52a receives the enciphered video data 
(S67a). Further, at the completion of transmission, the transmitter 53a disconnects the line 
connection with the provider 56 (S69b). Thus, the communication between the receiver 52a 
and the transmitter 53a through the Internet network 57 is completed. 
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[0141] 

Further, the receiver 52a telephones the transmitter 53a to confirm whether or not the 
line connection between the transmitter 53a and the provider 56 is normally disconnected 
according to a ring tone. To be concrete, the transmitter 53a is set so that when a telephone 
call is received, call-in does not occur until ring tone is sounded predetermined number of 
times such as once or twice. As a result, when the receiver 52a calls up the transmitter 53a, 
ring tone is sounded a predetermined number of times. In the ordinary telephone line 54, the 
ring tone varies with whether or not the called transmitter 53a is connected to the line. 
Accordingly, the receiver 52a may confirm whether or not the line connection between the 
transmitter 53a and the provider 56 is disconnected according to the ring tone. 
[0142] 

For example, when an ordinary ring tone indicating that the line is not busy is 
sounded, the receiver 52a determines that the transmitter 53a is correctly disconnected from 
the Internet network 57. On the other hand, when a tone u a dah dah" indicating that the line 
is busy rings, the receiver 52a determines that the transmitter 53a is now connected to the 
Internet network 57. In this case, the receiver 52a transmits a disconnection command or the 
like to the IP address of the transmitter 53a, which communicated through the Internet 
network 57 a little while ago, thereby designating line disconnection to the transmitter 53a. In 
response to the information of the receiver 52a, the user of the terminal 52b may leave for the 
installation place of the monitor camera 53b to disconnect the line. 
[0143] 

In either case, the parent station 52 may grasp the failure in disconnection at the child 
station 53 to take suitable measures. As a result, the generation of wasteful communication 
cost due to failure in line disconnection can be surely prevented. When the receiver 52a 
stops a telephone call before the predetermined number of times, the telephone charges is free. 
[0144] 

In the S69a, the receiver 52a decodes the received video data and transmits the 
decoded video data to second equipment such as a terminal 52b shown in Fig. 9 by ftp 
protocol. Thus, the video data is displayed on the terminal 52b, and the user of the terminal 
52b may confirm the video of the installation place of the monitor camera 53b. 
[0145] 

As a result, even when the child station 53 is dialed up and connected, the parent 
station 52 may confirm the video from the monitor camera 53b at an arbitrary point of time, 
and when any abnormality is found, such as when parking without permission is found, a 
specified monitor camera 53b may be monitored as a priority. Accordingly, the parking 
space where parking without permission is found is surrounded by a fence or information to 
that effect is given to a security company to take measures corresponding to the abnormality. 
[0146] 

As described above, the communication equipment constituting the Internet network 
57 receives datagram from the neighboring communication equipment regardless of the IP 
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address of the transmitting communication equipment. Accordingly, the receiver 52a may 
receive the video data from a plurality of transmitters 53a through the Internet network 57 
when the throughput of the receiver 52a and the communication capacity of the leased line 58 
are within the limits. Further, the receiver 52a may maintain the connection through the 
Internet network 57 and the direct connection through the telephone line 54 at the same time. 
Accordingly, the receiver 52a may dial up to a second transmitter 53a to designate acquisition 
of a video even while the video data is received through the Internet network 57. 
[0147] 

The description of the respective steps deals with the case where the video obtained 
by the monitor camera 53b is transmitted to the receiver 52a through the Internet network 57. 
When it is difficult to transmit data through the Internet network 57, such as when the 
provider 56 is congested, the transmitter 53a may dial up the receiver 52a to transmit a video 
by the direct communication through the telephone line 54. In this case, access to the 
Internet network 57 and encryption are not needed, so that the transmitter 53a can transmit a 
video to the receiver 52a at an earlier time, 
[0148] 

Although the receiver 52a and the transmitter 53a transmit the video data using the 
ftp protocol in the above respective steps, this is not restrictive. If it is a method of 
transmitting the data through the Internet network 57, the video data may be transmitted using 
the other methods such as an electronic mail. According to the ftp protocol, however, it is 
possible to surely confirm whether or not the data is transmitted by both of the receiver 52a 
and the transmitter 53a. Therefore, when data transmission fails, it is possible to take 
suitable measures, such as retransmission of data. 
[0149] 

Further, although the receiver 52a confirms whether or not the line connection of the 
transmitter 53a is disconnected according to a ring tone in the above S68a, this is not 
restrictive. For example, the receiver 52a may dial up to the transmitter 53a to directly 
communicate with each other, thereby confirming whether or not the line connection is 
disconnected. In the case of confirming the disconnection of the line according to a ring tone, 
however, the communication cost is free so that the communication cost can be further 
reduced as compared with the case of direct communication. 
[0150] 

An example of cost in managing the monitor camera system 51 will be simply 
described. In the above monitor camera system 51, since the number plate is confirmed 
according to the video obtained from the monitor camera 53b, after being compressed, a video 
with high precision as much as about 500 kilo-byte per sheet is needed. Accordingly, in the 
case of performing direct communication for the video using ISDN line whose data 
transmission speed is 64 k bps, it takes about 62 sec to transmit one sheet of video. In this 
case, when the parent station 52 and the child station 53 are located in Tokyo and Nagoya, 

respectively, the communication cost is about 40 yen. As a result, supposing that the 
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frequency of obtaining a video is one time per hour, about 350,400 yen is needed for one year. 
On calculating the cost in the case of performing direct communication by analog line whose 
transmission speed is 33.6 kbps under the same conditions, as about 120 sec is needed for one 
time transmission, the communication cost is about 120 yen per time and about 700,800 yen is 
needed for one year. In the case of connecting the child station 53 to the Internet network 57 
by a leased line, in recent years, about 400,000 yen is needed for using the leased line for one 
year. 
[0151] 

On the contrary, in the case of communication through the Internet network 7, when 
the provider 6 is within the range of speech communication with the child station 53 at the 
local telephone charge, the time required for one time transmission is within 180 sec, so the 
communication cost per time is 10 yen and it is about 87,600 yen for one year. Further, when 
the charge for the provider 6 is about 60,000 yen for one year, the communication cost per 
year is about 147,600 yen. As a result, in the above monitor camera system 51, the 
communication cost per child station 53 can be remarkably reduced by about 560,000 yen 
(about 79%) as compared with that in the case of direct communication using an ordinary line, 
and by about 200,000 yen (about 57%) as compared with that in the case of ISDN. Further, 
as the precision and number of sheets of video required by the parent station 52 or the 
communication frequency increases, the communication cost becomes relatively lower in the 
monitor camera system 51, On the other hand, as compared with the case where the child 
station 53 is connected by the leased line, the communication cost per child station 53 can be 
reduced by about 250,000 yen (about 63%) per year in the monitor camera system 51. 
[0152] 

The above communication cost is a merely example, so it largely varies with the rate 
system of the communication line used, and the rate system of the provider 6. As described 
above, in the respect of equipment required for communication, the communication cost can 
be easily reduced in the network more than in the communication line. Further, even in the 
case of communication using the network, the communication cost can be easily reduced in 
the dial-up connection more than in the connection using the leased line. Thus, the 
communication cost of the above monitor camera system 51 is often remarkably low as 
compared with both the case where the child station 53 is connected by the leased line and the 
case where the parent station 52 and the child station 53 are directly communicated. 
[0153] 

[Fifth Embodiment] 

The description of the fourth embodiment deals with the case where the parent station 
52 is always connected to the Internet network 57 by the leased line 58. On the contrary, as 
shown in Fig. 12, the description of the present embodiment will deal with the case where a 
parent station 52 is, similarly to the communication equipment 2 shown in Fig. 1, dialed up 
and connected to the Internet network 57 through a provider 55. 
[0154] 
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The receiver 52a of the present embodiment has the same hardware configuration as 
that of the fourth embodiment, so that in communicating with a child station 53, one of two 
ISDN lines is used to achieve dial-up connection to the provider 55. The other components of 
the monitor camera system 5 1 such as the child station 53 have the same construction as that 
of the fourth embodiment. Therefore, the members having the same functions as those of the 
fourth embodiment are designated by the same reference numerals to omit the description. 
The operation of the parent station 52 and the child station 53 will now be described in detail 
according to the flowchart shown in Fig. 13. 
[0155] 

In the present embodiment, in addition to the steps shown in Fig. 11, both steps S71a 
and S72a are provided. In the S71a provided after the S61a, the receiver 52a is dialed up and 
connected to the Internet network 57 through the provider 55 when it is not connected to the 
Internet network 57. Thus, the receiver 52a can obtain its own IP address informed in the 
subsequent S64a. 
[0156] 

The receiver 52a is connected to the ISDN line. Accordingly, in the above S62a, 
while the receiver 52a is still connected to the Internet network 57, it may call a transmitter 
53a using the other line. As a result, the IP address assigned to the receiver 52a in the above 
S71a is assigned to the receiver 52a after the S64b as well. 
[0157] 

On the other hand, in the S72a provided after S67a, the receiver 52a disconnects the 
line connection from the provider 55. Thus, the receiver 52a is disengaged from the Internet 
network 57. 
[0158] 

In the above configuration, the receiver 52a is dialed up and connected to the Internet 
network 57. Accordingly, as compared with the fourth embodiment in which the receiver 
52a is connected by the leased line 58, the communication cost can be further reduced. 
[0159] 

In the above configuration, when the second to fifth conditions that the receiver 52a 
cannot manage the communication start point are selected among the communication start 
conditions informed in the above S64a, sometimes the receiver 52a is not connected to the 
Internet network 57 in transmitting a video by the transmitter 53a. Accordingly, in the case 
of selecting these conditions, the transmitter 53a has to call the receiver 52a using the calling 
method of dial-up connection communication equipment according to the invention. In this 
case, the receiver 52a and the transmitter 53a inform the party at the other end of its own IP 
address using an electronic mail or through a server as shown in the first and second 
embodiments. 
[0160] 

Although the description of the fourth and fifth embodiments deals with the case 
where photographing is designated to the monitor camera of the unmanned parking garage to 
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obtain a photographed video as an application example of a monitor camera system, the 
monitor camera system of the invention is not limited to this, but it may be used in various 
purposes. For example, when the monitor camera is disposed in buildings and warehouses 
possessed in various places all over the country, the management firms may monitor the 
buildings and warehouses from one office as the parent station. Similarly, it may be applied 
to the purpose for monitoring unmanned shops and unmanned convenience store in a drive-in 
from a head office. Further, it may be used when a banking agency manages unmanned shop 
or an electric company manages an unmanned transformer substation or dam at remote places 
from a head office. Further, when the monitor camera is disposed in a delivery place, the 
condition of the delivery place can be known at the head office of a device maker, so that the 
monitor camera can be made useful for remote maintenance for delivered devices. When the 
unmanned cameras are disposed in volcanoes of various places, the volcanic activities of these 
may be monitored from the Research Laboratories of the Universities. The monitor cameras 
are disposed in the first-food shops, restaurants and convenience chain stores and the data 
obtained by photographing the respective interiors of the stores are transmitted to the head 
office, whereby various market information pieces such as customer attendance, the number of 
customers, constitution, age group or seated places by each time zone, can be acquired at the 
head office. 
[0161] 

In either case, it is not necessary to dispatch a monitoring staff member, so that the 
labor costs can be reduced. In addition, the monitor data can be transmitted through a 
network such as the Internet so that the communication cost can be remarkably reduced as 
compared with the case of using the communication line such as a telephone line. Further, 
since the monitor camera is called by the communication line, the parent station may 
designate the monitor camera to acquire a video at a desired point of time. As a result of 
these, it is possible to achieve the monitor camera system, which may acquire a video at an 
arbitrary point of time at a little budget. 
[0162] 

Although the description of the fourth and fifth embodiments deals with the case 
where a controlled system of the child station 53 is the monitor camera 53b, this is not 
restrictive. The invention may be applied to the monitor control system in which various 
pieces of equipment are controlled systems such as the case where the child station 53 
transmits the data acquired using various sensors to the parent station 52, or the case where the 
child station 53 controls a motor and a pump according to the designation of the parent station 
52. However, when the amount of data transmitted is large as in the case where the monitor 
camera 53b transmits the acquired video, the time required for communication is long so that 
when the data is transmitted by direct communication using the communication line, the 
communication cost rises sharply. Therefore, the effect in applying the invention to the 
monitor camera system 5 1 especially becomes larger. 
[0163] 
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As shown in the first to fifth embodiments, respectively, the calling method of dial-up 
connection communication equipment is the calling method applied to the communication 
system in which the calling communication equipment and called communication equipment 
are respectively connected to the telephone line, and at least the called communication 
equipment is dialed up and connected to the network such as the Internet network and 
personal computer communications through the telephone line, and it is characterized in that 
before communication through the network, the calling communication equipment transmits a 
connection request to the called communication equipment using the telephone line. 
[0164] 

Thus, even when the called communication equipment is not connected to the 
network, in communication through the network, the called communication equipment can be 
connected to the network. Accordingly, both of communication equipment may surely start 
the communication in a desired timing. Thus, as compared with the prior art, the quick 
responsiveness of the called communication equipment can be improved to achieve real-time 
communication. 
[0165] 

Further, at least the called communication equipment is dialed up and connected to 
the network. Therefore, the cost in communication through the network can be remarkably 
reduced as compared with the case of connection to the network through the leased line and 
the case of direct communication through the telephone line. Especially, in the case where 
there is a long way between the places for installing both of communication equipment as in 
the foreign countries or the like, the cost in the case of direct communication through the 
telephone line is very high, so the effect of the invention is great. 
[0166] 

Although the description of the respective embodiments deals with the case where 
both of communication equipment are dialed up and connected, this is not restrictive. As in 
the fourth embodiment, for example, when at least the called communication equipment is the 
dial-up connected communication system, the same effect as those of the first to fifth 
embodiments can be obtained. 
[0167] 

Although the calling communication equipment informs a connection request by the 
telephone line in the above respective embodiments, this is not restrictive. The other 
communication lines such as a harbor radio may be used. When the equipment can inform a 
connection request to the called end, the same effect as those of the respective embodiments 
can be obtained. 
[0168] 

Although the description of the respective embodiments deals with the case where the 
calling communication equipment calls one piece of communication equipment, this is not 
restrictive, but two or more pieces of communication equipment may be called. Similarly to 
the case of calling one piece of communication equipment, two or more pieces of 
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communication equipment are called in order by the telephone line, whereby a number of 
pieces of communication equipment can communicate at the same time on the network. In 
this case, the user of the calling communication equipment is a convener of a conference. In 
this case, network conferencing software enabling two or more pieces of communication 
equipment to communicate at the same time is needed, but generally this type of product has 
been already used. 
[0169] 

Although the communication equipment of each embodiment enciphers at least part 
of data transmitted by the network such as the user name and the communication contents, this 
is not restrictive. In communication through the network, the data may be transmitted still in 
the plaintext without enciphering. 
[0170] 

In the case of transmitting the data still in the plaintext, however, there is the risk that 
the data transmitted through the network is tapped or altered. Especially, in the case of using 
the Internet network as the network, the transmitting communication equipment and the 
receiving communication equipment cannot specify a data transmission channel. 
Consequently, wiretapping is easy so that the risk of communication jamming is high. 
[0171] 

On the contrary, in the above respective embodiments, in transmitting the data 
through the network, at least part of data is enciphered by various keys of cryptograph such as 
a public key of the party at the other end and a common key of cryptograph. Thus, at least 
part of the data can be concealed from a third party, which is not a regular communication 
party, so that the security to communication jamming can be improved. 
[0172] 

As the data to be enciphered, cited are the communication content itself, and user 
names and addresses of both communication equipment. As the amount of data to be 
enciphered increase, the load of both communication equipment increase, so only part of data 
may be enciphered in consideration of significance of communication. Generally, when the 
user name and address are heard by a third party, the significance of the communication 
content is easily estimated. Accordingly, as shown in the first and second embodiments, in 
the case of transmitting the user name and address prior to the communication of an image and 
a voice, especially preferably these are enciphered. Thus, the security to communication 
jamming can be improved without much increase in load of both of communication 
equipment. 
[0173] 

As a method in which each communication equipment obtains a key of cryptograph, 
various methods are considered. The key of cryptograph may be previously informed to the 
party at the other end by the other communication means such as by mail, and stored in 
storage means of each communication equipment such as the flash memory 11 shown in Fig. 2. 
In this case, however, the user of each of communication equipment has to set the key of 
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cryptograph informed from the party at the other end to each of communication equipment 
prior to communication. Since the key of cryptograph is provided for every communication 
equipment, as the communication party at the other end is increased in number, the time and 
trouble for setting is increased. Further, the key of cryptograph should be changed at need to 
improve the security to communication jamming. Accordingly, the user of each of 
communication equipment has to inform a new key of cryptograph to all of the parties at the 
other end every time its own key of cryptograph is changed. 
[0174] 

On the contrary, according to the above respective embodiments, the key of 
cryptograph is informed through the communication line at the time of causing a connection 
request. When the key of cryptograph includes a public key and a privacy key, the public 
keys are exchanged through the communication line. On the other hand, in the case of using 
the common public key, it will be sufficient that the communication equipment at one end 
informs it to the other communication equipment. In this configuration, the key of 
cryptograph is informed at every connection request, so that even when the key of cryptograph 
is changed from that in the preceding communication, correction is easy. Accordingly, the 
key of cryptograph can be easily changed at every connection request, so that the security to 
communication jamming can be further improved. In addition, both notification of a 
connection request and sending of a key of cryptograph are performed in a batch using the 
telephone line. Thus, as compared with the case of individually performing both of them, the 
time and trouble for connecting the telephone line can be reduced. 
[0175] 

Further, the key of cryptograph and the enciphered data are transmitted by separate 
communication means. Accordingly, when a third party attempts to cause communication 
jamming, it is necessary to tap both of communications, so that the security to communication 
jamming can be more improved as compared with the case of transmitting the key of 
cryptograph and the data by single communication means. As the communication line, it is 
preferable to use the communication line comparatively hard to hear such as the telephone line 
for preventing wiretapping of the key of cryptograph. 
[0176] 

In the case where both of communication equipment communicate with each other 
through a server provided on the network as in the second embodiment, in addition to the 
above, it is necessary that both of communication equipment register the identifications in the 
server, and both of communication equipment inform the identification of the party at the 
other end to the server to select the communication party at the other end. 
[0177] 

In this case, the identification registered in the server is open to the public, so that 
when the user name is registered intact, there is the risk of lowering the security to 
communication jamming. Further, it takes time and trouble to select a desired identification 
among the identifications registered in the server. In this case, it will be sufficient that the 
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above public key is used to encipher the user name and register it in the server. Thus, the 

user name can be concealed from a third party. 

[0178] 

In the configuration where the server is provided as in the second embodiment, the 
cost for separately providing the server and maintenance cost are needed. Further, when the 
server is congested, there is the risk of disabling both of communication equipment from 
communicating. 
[0179] 

On the contrary, the first embodiment provides a method in which both of 
communication equipment can directly communicate with each other through the network 
differently from the second embodiment. To be concrete, the method includes a process in 
which in dial-up connection, the called communication equipment acquires its own address, 
and transmits it to the calling communication equipment by an electronic mail. Thus, 
differently from the second embodiment, both of communication equipment can communicate 
through the network without especially providing a server. As a result, the cost required for 
communication can be further reduced. Further, both of communication equipment can 
surely communicate regardless of congestion of the server. 
[0180] 

When the communication through the network is ended, the dial-up connection 
communication equipment is disconnected from the network. In this case, when the dial-up 
connection communication equipment fails in line disconnection from the network, the dial-up 
connection communication equipment is continuously connected to the network, so that the 
communication cost rises sharply as undesired. Especially, when a user is absent in the 
periphery of the dial-up connection communication equipment, for example, when the dial-up 
connection communication equipment is the child station of the monitor control system, 
failure in line disconnection is hardly grasped. Consequently, when failure in line 
disconnection occurs, the period of time the dial-up connection communication equipment is 
connected to the network as undesired is apt to be long so that there is a large risk of 
increasing the wasteful communication cost. 
[0181] 

On the contrary, as in the fourth and fifth embodiments, the calling communication 
equipment calls the dial-up connection communication equipment through the communication 
line after the end of communication through the network to confirm whether or not the dial-up 
connection is normally disconnected. As a result, the wasteful communication cost due to 
failure in line disconnection can be reduced. 
[0182] 

As one example of a communication system to which the calling method of dial-up 
connection communication equipment according to the invention is applied, the description of 
the first to third embodiments deal with the Internet telephone system in which a video and a 
voice are transmitted, and the description of the fourth and fifth embodiments deals with the 
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supervisory control system such as the monitor camera system. This is, however, not 
restrictive. The Internet VPN (Virtual Private Network) is constructed and widely applied in 
the case of transmitting and receiving arbitrary data. 
[0183] 

By using the calling method of the dial-up connection communication equipment, the 
communication can be started in a desired timing, and also the communication system, which 
may reduce the communication cost can be constructed, so that when the quick responsiveness 
is strongly demanded as in the Internet telephone system and the supervisory control system, 
especially it is preferable. 
[0184] 

To be concrete, in the supervisory control system, generally the child station is 
installed in a place remote from the parent station, and the parent station supervises and 
control a number of child stations. Consequently, the cost in communication between the 
parent station and the child stations is apt to increase, so the reduction of the communication 
cost is strongly demanded. On the other hand, in the supervisory control system, a delay of 
designation is directly connected with escalation of an accident, so that the child station has to 
immediately respond to designation of the parent station. Consequently, when the child 
station communicates with the parent station only through the dialed-up and connected 
network, the child station cannot respond to the designation of the parent station, resulting in 
the risk of escalating an accident. As a result of these, in the supervisory control system, it is 
strongly requested to reduce the communication cost while maintaining the quick 
responsiveness of the child station to the designation of the parent station. Therefore, when 
the parent station calls the child station, the application of the calling method of the dial-up 
connection communication equipment according to the invention is especially effective. 
[0185] 

[Advantage of the Invention] 

According to the invention of claim 1, the calling method of the dial-up connection 
communication equipment, as described above, includes: a first process in which the calling 
communication equipment transmits a connection request to the dial-up connection 
communication equipment by the communication line provided separately from the network 
and capable of calling the dial-up connection communication equipment; a second process in 
which the dial-up connection communication equipment receiving the connection request is 
connected to the network by dial-up; and a third process in which the calling communication 
equipment and the dial-up connection communication equipment communicate with each 
other through the network. 
[0186] 

In the above constitution, even when the dial-up connection communication 
equipment is not connected to the network, in communication in the third process, the dial-up 
connection communication equipment can be connected to the network. Therefore, the 
invention produces the effect of surely starting the communication in a desired timing and 
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achieving real-time communication in the dial-up connection communication equipment, 

which may communicate at a low rate. 

[0187] 

According to the invention of claim 2, in the calling method of the dial-up connection 
communication equipment, as described above, in the constitution of the invention described 
in claim 1, the third process includes: an encipher process in which the transmitting 
communication equipment between the calling communication equipment and the dial-up 
connection communication equipment enciphers and transmits at least part of the data 
transmitted in the third process; and a decoding process in which the receiving communication 
equipment decodes the enciphered data. 
[0188] 

In the above constitution, at least part of the communication content is concealed 
from a third party other than the calling communication equipment and the dial-up connection 
communication equipment by encryption. As a result, the invention produces the effect of 
improving the security to communication jamming as compared with the case of transmitting 
the communication content still in a plaintext without enciphering. 
[0189] 

According to the invention of claim 3, in the calling method of the dial-up connection 
communication equipment, in the constitution of the invention described in claim 2, the first 
process includes: a process in which the calling communication equipment or the dial-up 
connection communication equipment informs the party at the other end of a key of 
cryptograph used in encipher. 
[0190] 

In the above constitution, both notification of a connection request and sending of a 
key of cryptograph are performed in a batch. Thus, the invention produces the effect of 
transmitting the key of cryptograph at every connection without any increase in time and 
trouble for connecting the communication line, and reducing the time and trouble when the 
key of cryptograph is changed. 
[0191] 

Further, the key of cryptograph and the enciphered data are transmitted by separate 
communication means. As a result, the effect of further improving the security to 
communication jamming such as wiretapping and alteration of data is also produced. 
[0192] 

According to the invention of claim 4, in the calling method of the dial-up connection 
communication equipment, as described above, in the constitution of the invention described 
in claim 1, 2 or 3, the third process includes: a process in which both of the above 
communication equipment inform the sever of their own identifications; a process in which 
both of the above communication equipment inform the server of the identification of the 
party at the other end to select the communication equipment of the party at the other end; and 
a process in which the server relays the communication between the selected communication 
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equipment. 
[0193] 

Therefore, the invention produces the effect that both of communication equipment 
may surely start the communication in a desired timing through the server provided on the 
network to achieve real-time communication. 
[0194] 

According to the invention of claim 5, in the calling method of the dial-up connection 
communication equipment, as described above, in the constitution of the invention described 
in claim 1, 2 or 3, the third process includes: a process in which the dial-up connection 
communication equipment obtains its own address in the current connection; a process in 
which the dial-up connection communication equipment informs the calling communication 
equipment of its own address by an electronic mail; and a process in which the calling 
communication equipment and the dial-up connection communication equipment specify the 
party at the other end by mutual addresses to communicate with each other. 
[0195] 

Therefore, both of communication equipment may communicate through the network 
without especially providing the server as in the constitution of claim 4. As a result, in 
addition to the effect of the invention described in claim 4, the invention produces the effect of 
further reducing the cost required for communication and surely performing communication 
regardless of congestion of the server. 
[0196] 

According to the invention of claim 6, as described above, in the constitution of the 
invention described in claim 1, 2, 3, 4 or 5, the calling method of the dial-up connection 
communication equipment further includes: a fourth process in which the calling 
communication equipment directly calls the dial-up connection communication equipment by 
the communication line to confirm whether or not the dial-up connection communication 
equipment normally disconnects the line from the communication line, after the third process. 
[0197] 

Therefore, the invention produces the effect that the calling communication 
equipment can surely recognize failure in line disconnection of the dial-up connection 
communication equipment to surely prevent the generation of wasteful communication cost 
due to failure in line disconnection. 
[0198] 

According to the invention of claim 7, the supervisory control system is, as described 
above, configured so that the parent station includes: the parent station communication means 
for calling the child station through a ring enable communication line to transmit a connection 
request, and then communicating with the child station through a network provided separately 
from the communication line, and the child station includes: the child station communication 
means connected to the network by dialing up it on receiving the connection request through 
the communication line to communicate with the parent station through the network. 
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[0199] 

In the above constitution, after the parent station communication means calls the 
child station using a ring enable communication line, the child station communication means 
is connected to the network by dial-up connection which enables communication at a low rate 
to transmit and receive the data through the network. As a result, the invention produces the 
effect of achieving the supervisory control system, which may remarkably reduce the 
communication cost between the child station and the parent station, while the child station 
can immediately respond to the designation of the parent station. 
[Brief Description of the Drawings] 

[Fig. 1] Fig. 1 is a block diagram showing the configuration of the principal part of the whole 
communication system according to one embodiment of the invention. 

[Fig. 2] Fig. 2 is a block diagram showing the configuration of the principal part of a 
connector provided on the calling and called communication equipment of the above 
communication system. 

[Fig. 3] Fig. 3 is a block diagram showing the connecting relationship of communication 
equipment according to one embodiment of the invention. 

[Fig. 4] Fig. 4 is a flowchart showing the operation of both of calling and called 

communication equipment in calling in the above communication system. 

[Fig. 5] Fig. 5 is a block diagram showing the configuration of principal part of the whole 

communication system according to another embodiment of the invention. 

[Fig. 6] Fig. 6 is a flowchart showing the operation of both the calling end and the called end 

in calling in the above communication system. 

[Fig. 7] Fig. 7 is a block diagram showing the configuration of the principal part of the whole 
communication system according to still another embodiment of the invention. 
[Fig. 8] Fig. 8 is a flowchart showing the operation of both the calling end and the called end 
in calling in the communication system. 

[Fig. 9] Fig. 9 is a block diagram showing the configuration of the principal part of a 
supervisory control system according to still another embodiment of the invention. 
[Fig. 10] Fig. 10 is a block diagram showing the configuration of the principal part of 

a receiver in the above supervisory control system. 

[Fig. 1 l]Fig. 11 is a flowchart showing the operation when the parent station calls the child 
station in the above supervisory control system. 

[Fig. 12] Fig. 12 is a block diagram showing the configuration of the principal part of 

a supervisory control system according to still another embodiment. 

[Fig. 13] Fig. 13 is a flowchart showing the operation when the parent station calls the 

child station in the supervisory control system. 
[Description of the Reference Numerals and Signs] 

2, 22, 32, 42: communication equipment 

3, 33, 43: communication equipment (dial-up connection communication equipment) 

4, 34, 44, 54: telephone line (communication line) 
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7, 37, 57: Internet network (network) 
38: server 

48, 58: line (network) 

52: parent station (communication equipment) 

52a: receiver (parent station communication means) 

53: child station (dial-up connection communication equipment) 

53a: transmitter (child station communication means) 
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FIG. 1: 
U.S.A 
JAPAN 

2a: CONNECTOR 

3a: CONNECTOR 

4: TELEPHONE LINE 

5, 6: PROVIDER 

7: INTERNET NETWORK 

FIG 2: 

TO TELEPHONE SET 
TO COMPUTER 
4: TELEPHONE LINE 
11: FLASH MEMORY 
12: INTERFACE PART 
13: COMMUNICATING IC 

16: STATUS DISPLAY LIQUID CRYSTAL PANEL 
FIG 3: 

4: TELEPHONE LINE 
22a: CONNECTOR 

FIG 4: 

- PROCESSING OF COMMUNICATION EQUIPMENT 2 
START 

SI a: CALL THE COMMUNICATION EQUIPMENT 3 ON THE PHONE. 

S2a: TRANSMIT PASSWORD, ELECTRONIC MAIL ADDRESS AND PUBLIC KEY OF 

COMMUNICATION EQUIPMENT 2. 

S3a: RECEIVE MESSAGE OF THE PARTY AT THE OTHER END. 
S4a: DISCONNECT THE PHONE. 
S5a: DIAL-UP CONNECTION 

S6a: START NETWORK CONFERENCING SOFTWARE. 
S7a: ACQUIRE ITS OWN IP ADDRESS. 

S8a: TRANSMIT ELECTRONIC MAIL IN WHICH ITS OWN IP ADDRESS IS 
ENCIPHERED. 

S9a: DECODE IP ADDRESS OF THE PARTY AT THE OTHER END. 

SlOa: NETWORK CONFERENCE 

SI la: DISCONNECT DIAL-UP CONNECTION. 

END 
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- PROCESSING OF COMMUNICATION EQUIPMENT 3 
Sib: RECEIVE WAIT, ON 

S2b: RESPONSE ON THE PHONE. 

S3b: THE PARTY AT THE OTHER END IS VERIFIED? 

S4b: CONNECT THE TELEPHONE SET. 

S5b: TRANSMIT A CONNECT ENABLE MESSAGE, AND PUBLIC KEY AND 
ELECTRONIC MAIL ADDRESS OF COMMUNICATION EQUIPMENT 3. 
S6b: DISCONNECT THE PHONE. 
S7b: DIAL-UP CONNECTION 

S8b: START NETWORK CONFERENCING SOFTWARE. 
S9b: 

ACQUIRE ITS OWN IP ADDRESS. 

SlOb: TRANSMIT ELECTRONIC MAIL IN WHICH ITS OWN IP ADDRESS IS 
ENCIPHERED. 

SI lb: DECODE IP ADDRESS OF THE PARTY AT THE OTHER END. 

S12b: NETWORK CONFERENCE 

SI 3b: DISCONNECT DIAL-UP CONNECTION. 

FIG. 5: 
U.S.A. 
JAPAN 

32a: CONNECTOR 

33a: CONNECTOR 

34: TELEPHONE LINE 

35, 36: PROVIDER 

37: INTERNET NETWORK 

38: SERVER 

FIG. 6: 

- PROCESSING OF COMMUNICATION EQUIPMENT 32 
START 

S21a: CALL THE COMMUNICATION EQUIPMENT 33 ON THE PHONE. 

S22a: TRANSMIT PASSWORD AND PUBLIC KEY OF COMMUNICATION EQUIPMENT 

32. 

S23a: RECEIVE MESSAGE OF THE PARTY AT THE OTHER END. 
S24a: DISCONNECT THE PHONE. 
S25a: DIAL-UP CONNECTION 

S26a: START NETWORK CONFERENCING SOFTWARE. 
S27a: ACQUIRE ITS OWN IP ADDRESS. 

S28a: ENCIPHER ITS OWN IDENTIFICATION AND REGISTER IT IN SERVER. 



S29a: SELECT THE IDENTIFICATION OF THE PARTY AT THE OTHER END. 

S30a: NETWORK CONFERENCE 

S31a: DISCONNECT DIAL-UP CONNECTION. 

END 

- PROCESSING OF COMMUNICATION EQUIPMENT 33 
S21b: RECEIVE WAIT, ON 

S22b: RESPONSE ON THE PHONE. 

S23b: THE PARTY AT THE OTHER END IS VERIFIED? 

S24b: CONNECT THE TELEPHONE SET. 

S25b: TRANSMIT A CONNECT ENABLE MESSAGE, AND PUBLIC KEY OF 
COMMUNICATION EQUIPMENT 33. 
S26b: DISCONNECT THE PHONE. 
S27b: DIAL-UP CONNECTION 

S28b: START NETWORK CONFERENCING SOFTWARE. 
S29b: ACQUIRE ITS OWN IP ADDRESS. 

S30b: ENCIPHER ITS OWN IDENTIFICATION AND REGISTER IT IN SERVER. 
S3 lb: SELECT THE IDENTIFICATION OF THE PARTY AT THE OTHER END. 
S32b: NETWORK CONFERENCE 
S33b: DISCONNECT DIAL-UP CONNECTION. 

FIG. 7: 
U.S.A 
JAPAN 

42a, 43 a: CONNECTOR 
44: TELEPHONE LINE 
45, 46: ACCESS POINT 

47: PERSONAL COMPUTER COMMUNICATIONS SERVER 
FIG. 8: 

- PROCESSING OF COMMUNICATION EQUIPMENT 42 
START 

S41a: CALL THE COMMUNICATION EQUIPMENT 43 ON THE PHONE. 

S22a: TRANSMIT PASSWORD AND PUBLIC KEY OF COMMUNICATION EQUIPMENT 

42. 

S43a: RECEIVE MESSAGE OF THE PARTY AT THE OTHER END. 
S44a: DISCONNECT THE PHONE. 
S45a: DIAL-UP CONNECTION 

S46a: START NETWORK CONFERENCING SOFTWARE. 

S47a: ENCIPHER THE COMMUNICATION CONTENT BY NETWORK 
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CONFERENCING SOFTWARE AND COMMUNICATE. 
S48a: DISCONNECT DIAL-UP CONNECTION. 
END 

- PROCESSING OF COMMUNICATION EQUIPMENT 43 
S41b: RECEIVE WAIT, ON 

S42b: RESPONSE ON THE PHONE. 

S43b: THE PARTY AT THE OTHER END IS VERIFIED? 

S44b: CONNECT THE TELEPHONE SET. 

S45b: TRANSMIT A CONNECT ENABLE MESSAGE, AND PUBLIC KEY OF 
COMMUNICATION EQUIPMENT 43. 
S46b: DISCONNECT THE PHONE. 
S47b: DIAL-UP CONNECTION 

S48b: START NETWORK CONFERENCING SOFTWARE. 

S49b: ENCIPHER THE COMMUNICATION CONTENT BY NETWORK 
CONFERENCING SOFTWARE AND COMMUNICATE. 
S50b: DISCONNECT DIAL-UP CONNECTION. 

FIG. 9: 

52a: RECEIVER 

53a: TRANSMITTER 

54: TELEPHONE LINE 

56: PROVIDER 

57: INTERNET NETWORK 

FIG. 10: 

TO ISDN LINE THROUGH DSU. 

TO COMPUTER. 

11: FLASH MEMORY 

12: INTERFACE PART 

13: S/T POINT I/F 

16: STATUS DISPLAY LIQUID CRYSTAL PANEL 
FIG. 11: 

- PROCESSING OF PARENT STATION 
START 

S61a: CAUSE A RECEIVE REQUEST. 

S62a: CALL TRANSMITTER ON THE PHONE. 

S63a: INFORM PASSWORD. 

S64a: INFORM COMMUNICATION PARAMETER. 
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S65a: TRANSMIT RANDOM NUMBER TO TRANSMITTER ON LOGIN NAME INPUT 
SCREEN. 

S66a: ACKNOWLEDGE TRANSMITTER BY PASSWORD. 
S67a: RECEIVE ENCIPHERED VIDEO DATA. 

S68a: CALL TRANSMITTER ON THE PHONE, AND CONFIRM LINE 
DISCONNECTION ACCORDING TO RING TONE. 
S69a: DECODE VIDEO DATA. 
END 

-PROCESSING OF CHILD STATION 
S61b: RESPONSE ON THE PHONE. 

S62b: VERIFY PASSWORD, AND TRANSMIT RESPONSE MESSAGE. 

S63b: RECEIVE COMMUNICATION PARAMETER AND DISCONNECT THE PHONE. 

S64b: WAIT FOR COMMUNICATION START CONDITION. 

S65b: ACQUIRE A VIDEO, ENCIPHER AND DIAL-UP CONNECTION. 

S66b: ftp CONNECTION REQUEST TO RECEIVER. 

S67b: TRANSMIT PASSWORD CREATED BY ENCIPHERING RANDOM NUMBER TO 
RECEIVER. 

S68b: TRANSMIT ENCIPHERED VIDEO DATA. 
S69b: DISCONNECT DIAL-UP CONNECTION. 
END 

FIG. 12: 

52a: RECEIVER 

53, 53a: TRANSMITTER 

54: TELEPHONE LINE 

55, 56: PROVIDER 

57: INTERNET NETWORK 

FIG. 13: 

- PROCESSING OF PARENT STATION 
START 

S61a: CAUSE A RECEIVE REQUEST. 
S71a: DIAL-UP CONNECTION 
S62a: CALL TRANSMITTER ON THE PHONE. 
S63a: INFORM PASSWORD. 

S64a: INFORM COMMUNICATION PARAMETER. 

S65a: TRANSMIT RANDOM NUMBER TO TRANSMITTER ON LOGIN NAME INPUT 
SCREEN. 

S66a: ACKNOWLEDGE TRANSMITTER BY PASSWORD. 
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S67a: RECEIVE ENCIPHERED VIDEO DATA. 
72a: DISCONNECT DIAL-UP CONNECTION. 

S68a: CALL TRANSMITTER ON THE PHONE, AND CONFIRM LINE 
DISCONNECTION ACCORDING TO RING TONE. 
S69a: DECODE VIDEO DATA. 
END 

-PROCESSING OF CHILD STATION 
S61b: RESPONSE ON THE PHONE. 

S62b: VERIFY PASSWORD, AND TRANSMIT RESPONSE MESSAGE. 

S63b: RECEIVE COMMUNICATION PARAMETER AND DISCONNECT THE PHONE. 

S64b: WAIT FOR COMMUNICATION START CONDITION. 

S65b: ACQUIRE A VIDEO, ENCIPHER AND DIAL-UP CONNECTION. 

S66b: ftp CONNECTION REQUEST TO RECEIVER. 

S67b: TRANSMIT PASSWORD CREATED BY ENCIPHERING RANDOM NUMBER TO 
RECEIVER. 

S68b: TRANSMIT ENCIPHERED VIDEO DATA. 
S69b: DISCONNECT DIAL-UP CONNECTION. 
END 
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SJS882af;i, 7°n/W^5tc^^ 

{IK3^60M^y<-^S«UT^§7b^^iI^ 

[0 0 6 6] MXX, ^y$-^vbM7%:ftLXmm 
bTl^±ia-, CPU 14^, ^>^-7x-Xf 12 
fecfctfifflfBffl I C 1 3^|iijfPbr, n>]£3.-2 2b£ 

> b°n-^ 2 b i:MM§52 a £<DMias^X, m&£. 

bM7 lcX{mZft%T-$^l±tm&M^X7> 
-5ffrBM-£nx^Z>m&. CPUI 4^ffl#^rfflS^ 
gW5„ — n>b°a-^2 b^cO^T-r-^^A 
^iM^ti^tl^d:, CPU14id:, S^-r-^^A 
^©SSiijfi^-drSo cmcj:0, S3KS2aij:. 3 
2 btsOZ-*"; hffl7 £<DmX\ ffi^H 

$t%<mis%*fflx*%z> 0 

[0 0 6 7] ^/c, CPUI 4ii:, ll«3^11 

¥&$m2Hx^%fiib<r>fflm.*tfi^x. mim 

[0 0 6 8] 4*5, ±fBOIOT^id:, iiffK2^*5^ 
T, nyb^-^2 b^A^^in^bri^^, AtB 



(9) 



t#P*B¥l 0—1 5 5 0 4 0 



>#-*>v FfM7Tl^2nSf^^A^ 45£8g 
2 cfccfctfSM^ aBOr-^^ ffiStc^-TS 

[0 0 (3 9] tSIc, frls icW£?tc, MfaK2 2 CD 
A^3SHi:Lr, «ISS2 2 c^ffl-TSJi^cti, -Y 

'£»SBs2 2ct i:60fffltC »2 2a^ 

jf^T£/ctt-Ci;ivOT\ fltoA^SB^KttSJf^fc: 

[0 0 7 0] £<Di%&&* A^SiS* s magg§2 2 c(0^ 

lS££ESW~£*&gtf&So cltUi, jSSBg2 2a£X 
-Yy^if^rStfT, ^Y>£-^y F^7^LfdinS 

^^y^rjf^o S^S2 2 aU\ m!S§s2 2 

Wm^2 2 a Si, SI3#§2 2 c fr£ oT, if 

iM£-££o ctilc^O, ^:3g2S2 2 c(±, BSS882 2 a 
^4^^1-8- £: IfHilc, 4 ^rfr L TiM&IfST £ 

So C(0J:5tc, -Y>£-**y F£07^L/oi{i^ 

fjD^TSC^tcj;oT, ^*i:|^«OA^SH^^ 
ffl^T, ^>^-t^yhffl7^L^g^S*i:, il* 

[0071] 3=/^ ^mmmxit, mw&mzfo^ 

X, uy\£a.-^2 b^AfflAffiU WJ^.ff. SIS 
HIIS4&StHM>^-^^ hffl7i:igM*r§]B#(0Sii 
fP^. Hg^{b&££grc882 a»|Lt^^^ jfiffl 
^2 a • 2 b^SSiJ^ffit, £tUcflS£OTtj:&^o 

[0 0 7 2] MXOiffil 
_L MT&12 a (2 2 a), 3>b°a.-^ 2 b, fc^tf 



mmzc (2 2 c) ^^n^nguoffiwtLTEKL 

T^SA\ ^^A^-WkLTfc^t^o -fflt<T)&\t 
LTti, H1^^SS?8§2 afcnyifa— ^2 b £tf 

Hfct&ofc^gfflf-i^ &st^t jn^^-rsiK 

§§2 2 a £«|gg2 2 c ^-ft(cMLf;tii^^ 

m^^fflf s a . _tt BH*^oaiss£*?SfSis t l 

*#><52:$j4JU &*rc«2 a£H*{tT£^ -Y>£ 
-^'yhffl7^LT, iffl^S^^^ffi^tStr 

#rts<^ j»*&t*££<dt\ zzicttmv&%o h*/ 

TAW, feS^ti, AtB^jgS. '^Mil4^ 

[o o 7 3] ;*f^ pyj l tc^-TiffiO^xrA l ic&i^ 
T, IiB2M11^3^^(f , tliti|^)ll^, 

[0074] wmm%s2(Dim^K 
3 1 (ommmmm^ 2 ^ffi^-r s ^ , xf - ^y 7 0 s 1 
-rr;PTs 0 ctw^M, iifi«3^ misa§4^ 

/TLTWai^tiSo ^43, UTt?U\ Xx^y7°S 1 a 

^*tcs 1 A<D^\a&mr^o ji^*»S2^T 

9»Bcti:, S 1 a©£5£*JitCa^U 
3^T9M^ti;, S 1 bO^atc^icb^tiPb 

[0 0 7 5] j»BLTfeJ:i^^ ffiffl*»S3C0 

x^hO^>^}ljiK3-\^LTi^ (S 1 b) o 

[tiLtcfSa^S (S2b) o coSSm, MfK2^il 

IB 3 ^ 0«a 4 \.xnwMt%?$&x t 

So 

[0076] iHi«B&2fi, mmmmztnm^mm 

S i:, iJIJxti, "CALL C U— S EEME fro 
m m\mm<Offi\]ft& PASSW0RD:/U7 

- f}mik 2 ommgtnm&t-frT k ux sit^ 
x. J:am"i0$tcffijfl*rsjif3«^ 2 <Mmwtm£ 

K3tcii^S (S 2 a) o iift«3(J:. 

i: / ^X 7- F ^ffl^ & t>-^^i6IHtB LT 

S-TS (S3b) o «^/U7»F^t^§ 



(10) 



tl¥l 0—155040 



3 c t^mm%> (s 4 b) o cntcctti, ni«3 

[0 0 7 7] -77, ±IES 3 bfCfc^T, lEftcOMtffl 
If, " OK CU-SEEME from 3ffifSHSS3 

off Mi» 3 offll#(Q*y * F UX 

t (ssb) , wimmzte. mm^y^-^^mx 

£ (S3 a) o c;mcJ;D, im«§g2ti, Sboim 

mtzmmmm 3 ^wfc & c mmmm 3 

[0 0 7 8] ^<Df& aifl*S8S2*5J:tf3fi, ^tl^tl 

miS0ii4 toiga^ao (S 4 a • S 6 b) , mfe(D 

7°U;U 9 5 6 ^VT^T -y 7»^»t 

£ (S 5 a • S 7 b) o Sfc, Siifl«|gg2 • 3tc43^ 
T, jgjggg2 a * 3 a Si, 3>h°i^2b^L 
t\ 0J;t{£, n-Ul/^AWl/iCU-SEEME 
bfc^fflM^tiTl^^y F7 
-^^Ilyvh^iafi]^^^ (S 6 a • S 8 b) o 
[0 0 7 9] ±IES 5 a&JctfS 7 btc&^T, #4T 

^ryfmmcmfi^^t, &mmmm2 • 3W\ 

X#Ifltf#*r& (S 7 a • S 9 b) o COISH, 

2S2 • 3U;, MHT^r-^y^A^SSffl 

[0 0 8 0] fcKU il^Tti:, iMi«2&J;tBI 

ft«2 • 3Ii\ 7°n/W^5 * 6&£\ Rlf^I P7 
FUX^^^Ki:^}i{iT^^^, IIIB2 * 

[0 0 8 1] m^T, »K2 • 3U:, ±IBS 2 a 

<^lt, ffl^oa^^^i/TKux^ffi-rs (ss 

a • S 1 0 b) o M±s m^9c(D^\}mvm 

[0 0 8 2] • 3(j\ 5# 

I.'i]ffi5&£:\ iftZL<Dlumr\ 7°u/U?5 . eiCiStt^ti 

/F>1vy ^ X^b^^l^^-Zl/^^tB LT\ I 'J %(Om 

2 • 3ii. ffl#<Q«Bu£ I PT FUX^M#^% 
(S 9 a • S l l b) o 

[0 0 8 3] ££>(C. M,B2 * 3(± *I#(0 I P 



7FUX£M*f££. **y F7-^!i77F'\M^ 
IP7Fl/XaPU ffi^^aifo cnicj;0. 
^7 F7-^^IiV7htCTlfI«^tl^ (S l 0 
a • S 1 2 b) o 

[0 0 8 4] hZ?>T\ ^x-^^AtCti, ^fl^ 
I P7FUX£>{filc£, MM<Ol P7FUX^a*£ti 

ti^o cntc^o. -^offlflffigg2 (3) 
iMi«3 (2) ^WmL/ili^ mmM(o±m^y 

F7-^SV7 FI± ^ML/c-r-^^AtciWl^ 
T, ?mm<D\ FT FUX^iiT^^o L^St, 

S± ±itES 1 0a«PS 1 2 bWliH^d 
4&?n^a-fcti, iHB«3kt ±,ES 1 1 b^T? 

&m*^\ mffiic ±tes 1 2 b<Dm % ^M&ic 

t± ilfl«2t± ±§ES 9 a««t^o ^ 
±SaSJaas 9 a • S l l b£*BL&^i§&-efeoT 

[0085] ^6tc. -^(Dmmm^2 (3) ^tB#o 
jiffl«sg3 (2) mt$mLrcm&x\ wm*m&vz 

S©T% M77tO}l{I«2 • 3^^Vr;l/r>y7°^L 

ri^JS^tcti, ^*rti^-*ti, m^^-^^gf^L 

^<T^. IIIK2 • 3ti, 31ffl^ft&T:^5o fc 

f£U WI«2 • 3^m^^-;v^iLrcii^ 
letter, mmmbb%£D$-< mfavt sst^s< ^ 

[0 0 8 6]^1W, 3^a-^2b*^Og^ 
<££>WfU\ ^M§§2a, 7°n/^^5, 
Fffl7, 7°n;V^6, ^OSS3a^U, n 
>b°a-^3 b^^tlTaO. 3>lfa^3b^ 

^ 0 ctUCctD, ®fiK2^ii{iK3^co^^ 

*y hy-^^aV7F(cj;0iife s T*#S (S 1 0 
a • S 1 2 b) o ^li^HT^^i:, Ml«2 - 3 

ij\ ^n^n^vr^r^y7 0 ^^^ifTL (s 1 1 a • 
s 1 3 b) , • sHa^iifs^Ti-So 

[0 0 8 7] ^/c, tfljxif, §fiffli]Offiffl#^ffi<Oii 
YV^-t^y MH7^/>L/cMi^t/;<4~^ 

^3 a-\iif l ?^x^F^^7^^LTl^ 0 CcO^ 
ii. S^ffi3afj:, ±!BS 21X^»1^tW\ 

§13 c^&^mcM^r^o 

[0 0 8 8] iiSl^tr, hil7^j>LT}M 



(11) 



#Bfl¥l 0—1 5 5 0 4 0 



%>?yu mwm & wm$&t § o 

[0 0 8 9] Lfzft-oT, %T-$^LftmmLfzm 

o , missus 4 ^ LTitsafl*r 5«^tcj:t^T3iff 

[0 0 9 0] Lf:^ot, *^]!fifl5ftlT*ti, ii{gfl$Oft 
[0 0 9 1] &^$?'7l±i)mStZ>M8&tf®: 

IDSI^LTS^Lrt^o H7°n^^^5 • 6 
5? W« zr- $ letter -r- £ &W*a6T'>&(, ^tg^fc 

[0 0 9 2] #^]M5SgTii:, IIIK2 • 3 

4 {criLt^re^^— ;l/7 FbX^^LTt^^ c 
tllcmZ>t<DX*&%\,\ M2.^^F lash 

y<^U 1 14^tcffl#£0«?^-;l/rFUX^46fB'li 

SiB2 * 3<Of£ffl#ti:. ^X-^TFbX^ 

/:1^-;I/7K1/X^ ^tl^noil{i«2 • 3-\ 

t^^)T\ m^x-/vr fux^m^^^^c^j 

[0 0 9 3] [352 (D'Mmm 1 O^fifem 



vmimmu wmwtmtmmwm3t^y%~ 

t x a5^«?^ ^HWM^f^§)ifii/XrA 

mx&&o fzfzL. m^wm3 2tmmm3tf)\ 

^y%-%v hM3 7±lcmtfZtLfzV-^3 8%frL 
TMKtZ&ftMftir^&o iIfI^XxA3 1 

Wi, N 1 tc^1j{i«2£^bY>^~^y FIB7 

[0094] ^^r#jc^^iiM^xf-^3 1 tcatt 

McDIPTFUX^U +J— ^3 8£5MLT^£ 

Mf r iK3 2 • 3 3m<owia%*it&T:2&o mtmc 

^-A3 8tC}^ ^jiffLTl^KcOI P7F 
Tl^o §K^-^3 8^^^ji^Pl"^i:, "9- 

«8i©s*^jiSi:T, ±i^^^M^^uxh^ 

ffiT'tSo Ctitd^D, +N-^3 8^>L 

[0 0 9 5] ^-^3 8ti. tSSO^S^^tSttL^ 

FUX^m^t^o 4*5. ^— /^3 8ti:, 

[0 0 9 6] FH3 7±tCti, @^ 

©■*f-/^3 8^Stt5>nr*5D, ^O^t<:ti:, 

[0 0 9 7] ^fflfi«B§3 2 • 3 3<D 

/^F^xria, a_Ltc^Tii{f«2 • 3tnm 

aiW^oT^So L/c^T, WBTii, llriK 
3 2^fflfi«Bi3 3 WaWK^ftfttCO^Titt^ 

[0 0 9 8] F]f>C0~7P— f-^— htC^f ^-9^ 

WMtcf^^wmL7ari«, Mitc^-rxx^ys 1 

a4VLS 1 1 atoXXSS 1 b4^LS 1 3 b tmW<<D 
m^fto^yy* (S 2 1 a&t/^LS 3 1 a, 43<fctf 
S 2 1 b^^LS 3 3 b) ^jix.T^^ 0 



[0099] /i/cu mi<ommm\^-x&m\m 

ffi^T, St^DI P7 FUX^^LT^/cOtcML 
T. ^MMTIl 2 • 3 3tl ^-/S 

3 8N^Of£S£*12ilU ffl#©^ii**3ifRL 

S 8 a • S 9 a, fc^tJPS 1 0 b • S 1 1 b<D<fc*3t^ 
§b€>I P7 FUX^m^^^£Xf-y7lcftx. 
T, UTiC^-TSX-r^7\ S28a*S2 9a,&£ 
t5S 3 0 b * S 3 1 btffitf 6>*lT^£ 0 *£fc, S 2 2 
a&J;t>*S 2 5 btC&^T, §il{i«3 2 • 3 3d 

[0 10 0] f S 2 7 a&J;t5S 2 9 b(0%m 

^*?7Lfc^tC*5^T, §ji{f^§§3 2 • 3 3tl * 

n^nt07°n/w^3 5 • 3 6^/rbr, -0*-*^ 

2 5 b^l^^mL^fflStfccfcO^^^fL 
[0101] §ii{fK3 2 • 3 3£1 ^ft^tioteffl 

^^±m^mmic^xmmtt^ 0 &mm 

K3 2 - 3 3U\ Pt^k^tlfc^#«^:Mg«i:L 
T, 1*-^3 8'\ifi»rr£ 0 ^-/^3 8(1 SMSK 

3 2 * 3 3£>g&&£: I P7Kl/XfcOi^t>^l 

(S28a-S30b) o ^-^3 8Uu Sffli 

«iS3 2 • 3 3mm%^mttm^M&Lrz'r-$ 

A&iftcS^T. ^tl-Pnoi P7FVX£rM#T~£ 
[0 10 2] ^MM^tl SoiS{H«gp}3 2 • 3 3 CO 

[0 10 3] ^ §iif,i'K3 2 • 3 3(1 +N-/S3 

2-3311 yxF*^sasi«^ §5K>«$s»&ffl 

2-33(1 jIMffl¥£LT. SiSSg^-9--/^3 8 
^iDt^ (S 2 9 a • S 3 1 b) o ^-^3 8 El 51 
^P^Cf®|j$ti^f--^^A^H^b-7aC0 I P7 

7^0 1 PrKUX^ffif« 0 ^Offe, "9— /S38fl 
±uEffiI P7FbX^~-73 7b^x--^^A^:^t^ 

ntCctO, §II«3 2 • 3 3tl S^cOI P7FU 



1fBB¥l 0—1 5 5 0 4 0 

^^iiwF^j;^iifi^ %mmmm3 2-3311 
mm^mttzcticxix, mmmicm-^ 

[0 10 4] S 2 9 a • S 3 1 b&l$tl 35 1 

mmmmc -3311 

%mvy h%m^xwiiimmLfz^ mmmrtPk 

[0 10 5] ^mW$Mzi%^mm"y7,rrh3 1 Til 
■9-/^3 8#5I^£*S*LT^£<OT\ IfK3 2# 
S^tftfrf 8& 4V<7) I P7 KbX^S 
£b&l\ L/c^ot, 5 • 3 611 ^ 

n^tlc03IjIK3 2 * 3 3©a^-/l/^-/^?&< 

t&£<, i»3 2 • 3 3d s?*-;^^-? 

[0 10 6] MIK3 2 • 3 3fl ±IES 28a- 
S 3 0 btc&l^T, -9"-/^ 3 8£0 I P7FUX-vff!i^r 
£jiat"&#gtf&£o COI P7FUXE1 $Jx.il 
H^fC^f F 1 a sh^tU 1 1 &-£tC^6!S'lbT^ 
T&£^U €130^3 4^M§^C*7^T&£ 
l\ IMS 2 8 a * S3 0 b XO^mmlz, 1K3 

2 • 3 3 we, pmw—/^ s^^nr^nii 

[0107] tm 3 (D-Mm&m ±esb i &&zfm 2 <d 

mmmztLx, ><y$-*vvmi • 3immi<x 
t^o ctucMLT. *^jeftiT*fi. m<Dmi^&t 

[0 10 8] aitcS-rjc-Stc, 
^>Xri,4 1 tC^o^T. M1B4 2 • 4 3«f 

ti, ^va>mmctinALX$3 i ), IMfe«4 2-43 
ti, M^7^-trX>t^y F 4 5 * 4 ^ 

[0 l o 9] ^vn^iiSfS^-'M 7tl 3i3«5»8S4 2 

• 4 3tmmLx, m^£, t-^^-^m^e, m 

^/^vnyMf^ + >-^4 7tl M5_lc^f^-/^3 8 
miiC MilffK4 2 * 4 3Pp1«iiff^«Tt§ 0 
cfttcjcD, 2 • 4 3HH 

[0 1 1 0] /iVX>Mi£V—^4 7 It, m 1 tC^T7° 

JILTED, Sil««S4 2 • 4 3^a8S0SS4 4^rfr 

X, ^tl^tl(0]ifIK4 2 * 4 3£3SBiJ*r£o /c/c 

1a] 1 iCTF&mMz/Zf-l* 1 ^> EC, -T>^— 
hffl 7 LTjifR-T ii:^^ 0 , 1*1 ? tc^T jffi 

lh>XrA4 1 Ti^v »!B4 2 - 4 3^1 D^?\ 



(13) 



0—1 5 5 0 4 0 



I ft t / W n >ilfi^-/ n 4 7 tc j; *? tlT ^ ^ 
£ Q lf;^T, ^^jMfg^Xf-A4 lT1i\ ^ft/fft 

y b 4 5 - 4 6 ^VnvlKi^— A4 7 ^OPhI 
ti, Hffl<D[sM4 8 • 4 8T*£^tCffiR£ftTl^ 0 
[0 111] life iE^yri^Ii^U 7t±, » 
&<mfZrLX^& 0 Ltztf-oX, ^©*<D— 3^»P, 

U Mi«4 2 • 4 3^t^chtcJ;oT, ittm 

§^£jifi^Xf\k4 l^fffctC^o 
[0 1 12] *^W^tC^§MtMs4 2 • 4 3£i\ 

sio*sfi^c^-riHi«ifS2 * 3 (22) mmm 

jMf r 5K4 2 • 4 3fi\ /^ynylifg^-^4 7 tcgfei 
SftT^Sif^ SiS/^Vnyii«+)--M4 7 toffifg 

[oi 13] ±«stSfiE(c*5^r, iM4 2fmmm 

Jc^tciftffrSo f&fc^ S41a^lS44a, 
*5£U\ S 4 1 b&l^LS 4 6 btCfe^T, IIffi4 

Mii^^I^Mi^Tl\ aig|5I3B4 4^LT5i«» 

«4 2 • 4 3ld\ t£l^^I»^«-rSo 
[0 1 14] f^T, S45a4^LS48a, tsXZf 
S 4 7 b&l^LS 5 0 blC&VT, fl6 iHWHitC. dll 
fn«4 2 • 4 3ii, j eft^ r ft/^Vn>5ffifa-9--/S4 7 

[0115] rztzu ^mmmxu. &mmmm4 2 

AST, N_GtC^S 27a~S29a, *5cfcU\ S 2 
9 b-S 3 1 b«m, fMlTt^o 
ftMXU, S 4 7 a*5<fcrjFS 4 9 blCfc^T. ^7h7 
-^^MV7 hT«fl*rSIS, »{f«4 2*43 

#j+j^t, Mrirt^^ft^ftflg^fbLT^ffi-rSo £ 

[0 116] C?B4co^M^) ±„E®1%^UB3^ 
^S6«ftlT-ti, lfl«2 (3 2-4 2) ^iifIK3 

(3 3 • 4 3) WlfHithltfeott, Cft£S£iM 
iC, jfifi«ag3 (3 3 - 4 3) tiMkMm (32-4 

2) ^Wd^^£oT^ *^tcf^^vr;u 

7 v 7mnl{f»^ Wtfj L#i£*M£fflSft£ «C 

-D^XMlLXi^&o L^L&^ 

T;l/7 7llaiH^W^^ L#i£ti, -^jffifH 



[0 1 17] OTTii, SI^^XxA (S!» 

mc, imm\c\&%> ?j tut v v a mm\w^mn tf 
^yhv-ztLxi^ mi^LmscommBB 

[oils] t%t)%, ^mmmic%^mMt}^ : 7i/ 

n^^Tfct, H9tc^r«£3k:, *t±fcSB£ft;fc 

(f§«MfiK) 5 2^, mmmmiEtirc 
=?m (^T)\yTyy°mmmmmw 53^1^1^ 

£ c SS^SSica, ^1*^5 3 b "tfBtffLtf: 
W«^*l®5 2^ffi-rS^{tSH 5 
3 aM^t^tiT^oD, M£#i£^5 3 b«t#Lft 

=?M)5 3(Dmimm5 3 a^u, 1^5 2 
co^t^M (mmmmm® 5 2 a^^n^o s^s 
2xu, ^wmmcM^^x, mm&m<o^wmm^ 

tmmixiEZ> 0 Lfzf^x, ^m^cmmrzw 

[0 119] ^Di^ffltCti. ±tB^5 3 0iHfiSM5 
3 afi:, Hi K^&tm&3 a i:BgfWI1iOtf^T^^ 0 

XtV^^lftoTV^o CfttC#oT, 

5 2^?»©ffl^^SSLr, BW*OW#*Wx^*l/5:B£ 

S*^75 3 b ^iilR L, S.SBSi* ^ v 5 3 b ic^ff 

^#^ffi^-rs«^#^ftTt^o fc/cu ^i^s 

flgfi, WJ^tf, M2£^f CPU l 4A^o^n^ 
3 a ^fHlfl^/^F^xTtC^oT, ]MfI^M5 3a^ 
[0 12 0] ±3HS^M*^-75 3b(t 

Xv5 3 b^5j:^±fBiMfi^5 3 afi, HI 
tC/T^n>b°n-^2 bfeJ;0*^ig2 aOJ;5fc, p/r 
/i:oMfS7?S^^orgjfc'^ftT*50, 0^^5 5 3 
b(3\ i^fiSMs 3 aw^tc/scrBW^Wfets 
mn\,rcmm^m^-^m\mms3 

[0 12 1] ^^{C, *^SfeJgfliT{i. se^InI*g5 4CO 



(14) 



!ffl¥l 0—1 5 5 0 4 0 



3 JSffirlffiSggS 3 cfrlTLX, Mfm 5 2&5t>fi 

(i, phs^«) ^gfj^Hg^xf-A^H, 
Atcjscfci»fflr«igg85 3 cm&f^n&o m i 

EC^TM^3a^^iEC, SimHS^XxA^fOT^ 
TEC, ]Mfd^5 3 a t'M&mSLS 4 ££ifi&g& H cLT 

[0 12 2] CftK&Q, =?m5 3t±. Ml^fMi 
K3 3 <^*1^ '£tfiSNlS5 4^LT|M/m]5 2 fcifi 
SifiST*£5£i*l<:. ^SSNfiS 4&J;7 0 n/^f^5 6 

[0123] --fs, ±Mmms 2\t. m 1 ic^tmim 

5 3 t5i<3RlfigT^Se fcffU *^W^Jtcf^^» 
5 2EJ:, ±fEaffl«B§2£liS&0, Hffl*£!5 8fc:T, 

m&<D*£X$tti L^S^ffll ^T, ^ JS 5 3 WtB LTjffl 

T\ ^5 2tCii, P7 FUX##J0=3TS>tl 

[0124] mtma^ *mimmicm&mM5 2 

{±, tgl^fiM2 atef^LT, §{rS@5 2 atf 
88tt£>tiT*5 9, nyt:°a-^2 b -m£%s2 cIcIXtl 
Ts Sgffi* * <7 5 3 b *^©«f*^ffl#tC$Bart-S <h 
«tc, fiM#Offi^«ttro^*5 2b^ig:ttetiT 

o^ c . m~rmms2 a^M^5 2 t>y\ ±,ibs 

an&£, ffi&vmsfimc&^xmiizftxis*), m 
i5H^-$^mx%z>o 
[0125] ^mmnmicim^m^m^ 2 a «\ 

$1-)]sT?7$ (TA) M^JIflTS&OT&oT, 
^L^l^^^hil^^g (DSU) ^j>LT, 
I SDN®m£&W*!mc%IJ&Ztir^&o ISDNEe] 

£\ ffllJSSs 8 ^LT-ry^-^v hEc^'iTf S/c&^C 
So UffilS5 8«:, cntCll6f\ ^-7Vl^U 

ic&r>x, ^mms 8 tnmmms 4 ^^^hht 

£SOT\ Jrtt5WS«cSJ^5 2%'jmxZ& 0 

[0126] utmicte, 1*1 1 o ic^jrxoic, mm 



ms2att, m\c^tmmM2 a tmwLtzmdix& 

&f)\ Mm I C 1 3(cf^T, ±IED S UtcSStSti 
SS/T^^-7x-X (S/T,£l/FtB&flrr 
S) 1 8^Stt^nTt^ 0 SlSS/Tj&I/F 1 8 
ti, C P U 1 4C0^Cg^OT, ifOSS/WBT (m 
t^M/W) ^«PL/^X CPU1 4»W?»f 
-~^J<^ I SDNSI^^iM^n^MMfi^ii^S 
mcm&XZ% 0 £fc, S/Tj£l/F18«\ CPU 

1 Atmm^~^n^n^\^^Ltzm:\ 1 

S DN0li_hlC3M&U I SDN0^63M^tlTt/c 

^{t^iiiLT, cpu 1 ^mmt^f-^m^ 

fi, 5 3 <05£{nS§ 5 3a tn^mU 5 4 LX 
mSMmT*%Z>o SfiS»5 2 a ^{f^M5 3 a i:0 
l<D3Mi7^£ti\ 0REi\ V32, V32bis, V3 
4. V 2 K feSt^V2 2^if. m^t^C^C/c 

So 

[0 12 7] utile J; 9, ^fd^HS 2 afi. 
5 4^LT^5 S^Lt^WmUT^Si:^, H 
M^5 8&J;0M'y£-^y hfll5 ^5 

3 tmmxt^o 

[0 12 8] ^43, 8^5 2^f*i:LTC0«^[s]i;^ 
fetlff. ffliitCJCUT. 2 a tmMS 2 b 

11^7^^ 5 3 b^6^«^t^^-w^LTff< 
±I^^JEcLTlOTTSo CCO^erEi:, #ls*!£X^5 
3 b^eo^ffEi;, S^gas 2 aic^^tl, «S*5 

2 bti, ^{1^15 2 a(C|g^LT, Ctl^O^f^S 
ti-KD. ^^ff^^So &SSe 

5 3 b^iBM^tir^S^jrO^ffWffL/c 
^tmrnLTzmS. «S*5 2bti, ^iJx.EI\ 4^-A^4 

3 b tc^SWftfD^SSstc^feo/iC t^rSflSHS 

2 a^xifl^So SfnSH5 2 afi, Si* 5 2 b^bO 
jlSKcSo^r, £a*^7 5 3 bl^tW15 3 

[0 12 9] IXTTti, ^5 3^t>a*TISlC*5^S 
ii^ 5 2 *>J;t>^ 5 3 (Dtfoftfc'O^T. Hi U c^T 

L3B3^j6?Biilc^§7n-^^- Fd'tt, 

mm 5 2oijf^^rxT^7°^. «t 

ff, S6 1a4^\ *JKC* a" ^ttLfcft^T^ 

ti, b" ^L/c^tcT#^S 0 

[0 13 0] T&fc>^ 2fC*5l>T, 5S*5 2 b 

3 b ^^^{f ^M3Lfc^d fc^-rSfL-l'S*^^ 
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U SfflSBS 2 atCil&rTS (S 6 1 a) o ^il^B 

Sft^o §{iSB5 2ati, 2^1 SDN 

li^co 5 %<0^ ^T^SNSg^rifJi vr , ±r!Em#hKc 
HIS£jWj\ ?® 5 3 0SlflgB5 3 a^SISWmL 
^(S62a) 0 3 a#«fgiWffiUCfS 

(S 6 1 b) , §Q8g5 2 a £3MfnKB5 3 

[0 13 1] ^SC, S 6 3 atC43t^T, ^feSS5 2 
a j^SSiS 5 3 afc^i6/kfe^n/'c0giaES^^jiarr 
S 6 2 btCte^T. ]Mf§^B5 3 at±, ^tfe 

^figaEL, !BM«g|iE#^toi§-^\ S§Si5 2a^ 

[0 13 2] i£^^-b-y^Sttfx§i:, SMSB5 
2af£, S64atcT, ^>^-^7 hfflS 7^/rLT 

w mmmms 3 afca&u ^ssas 3 at*. 

^ISMIt^ (S6 3b) o Ctlt£j;0, 
I52a t]MfillB5 3 a ^OMOlMgg^iWSf^tl 

[0 13 3] ± U S ES 6 4 afCT^m^tX^ilf^^^- 
Mx-ff, ^ft^B5 3 a«IS!3^P/^?5 

^cj^XV-F^ }Mfpgil5 3 a^V/VI^y 

^HKfi5 2 a Si, SSfiSBS 3 a fc^Sb 

ttmtrt htirz $^T)i r y y"\mm)mw l t & x ^ 

§«SB5 2 a^Ifg!5 3 a<Dftfi£:fiiggU 3Mff 

[0134] zzte. ±tmm^7*-*\a^ 

!i\ Bg-3»£, §{3gg5 2a<DI PTFUXix f t 
p ( File Transfer Protocol ) i^P^V^i:, H 

mmim&%m^mx(D&(DMmzn%o ^ mm 

B5 3 a^ffM52 a'M'^-^y F£i5 7^j> 
□ , SfSSig 5 2a tf&USS 53a ^U£aS[< « 5 4 tC 



t«t, mmmimtymznfzm, ^53^, m 

SF^ti^t, JMfflSBS 3 aii, i£flSB5 3 a£& 
fcc^tifc-b^ let, R^M^IMftabtf: 

£«R£tl£iX oMfH^B5 3 a«\ SSS^7 5 3 

b frzomifetmmmmu mmmfe^ttm 

fWMR£ti%£x 3£ffl§SB5 3 ati:, B^L&^illg 
com^s (gl^rf) *^^MSiniS5 4 3&/rLTWHi 

[0 13 5] ±12 S 6 3 bfcT, ^ft^BS 2 a tilft 
5 3 att, ±ISS 6 4 afCTfflaSft/cfflfiOlffii^ft 

AWc^nssr^a-rs (s 6 4 b) „ 
[0136] mi-dmwmr^n%t, miasms 3 a 

Si, iiil 5 3 btc^K^HK-rsJc-Mc 

^7^-^ 5 3 bA^Ott»-r-^^:M3L, _UES 6 4 a 

{Ig^5 3 a (A. ±IBS 6 4 a tCT^^tl/c7°n/ W 
^5 6^rj>LT. -f>^-^y hJWf) 7^^7;V77 
T'g^rS (S65b) 0 CtlK&t)^ IPTFUX^ 
»JD^r^tX, 3^«SB5 3afi:. -0^^7hl5 
7fo&W£ft&o SfSS@5 2a(i:, ^ffl«fi5 8 

%ftLX'{>$-*v h^5 7^#^s^nri^o 

[0 13 7] If^T, S 6 6 MCT, jMff^BS 3 a 
ti, -fy^-^y hfflS 7^/TLT€fISM5 2 a-\f 

t pg&fr&«g*r& (S 6 6 b) o 44b\ f t pffii 
5Rti, WJ^tf, ±fES 6 4 atCTil&Stlfc^fiSSBS 

2 a cO I P7 FUX^filTSOnwF^SItti'rS^HL 

[0 13 8] 3: ft, ^{f^B5 2 a ti, f t pg^* 

5 3 atCiMfjT^ (S 6 5 a) o 3MfrlSH5 3 a 

OI ±12 S 6 5 b£crtiJ0^Tbtl££ 

Ti*SLTt^l^T\ 'SligBS 2 ati, iMff^BS 

3 a O I P7 FUX^^ilJf t^^^^^o L 
^L^^b, ±mHS (3 G bfCT, jMfi'SSS 3a^f t 
pgiSit§Kff^i5 2 a^ftLfc-r-* 

^Atcti, 3M{i^coi prFbxtLT, mimms 

3 acO I PTFUX^^^tlTl^c Lfc^oT, 3pt 
I P7 FUX^x--^^A^ir^CttCj;oT, 

7^LT3MfriSi§5 3 a^f±y;cO-r-^^iMfa"et 
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[0 13 9] £e>tC, gffiSBS 3 a Si, IMS 6 4a 

forms®? tirzvfmm*m^Ts ^fm^tzsmmfr} 
X7-F#3ttfrrs (s 6 7 b) o -77, ^fisas 2 

fro, _bf2S 6 4 a(CTiffiaL/c/^X7— F^ffll^TBS 

^fh^n/c/^X7- F7&S£W^'J^f So 

7, n^V>^ic^LTiEL<0i^{t^nfc/^xy- 

mZT% (S 6 6 a) o 
[0 14 0] *|g^tl/£3HiSB5 3 ati:, ±IH S 6 5 
blcTBg^bb/ittfft'r-^^f t p7°nFn;Wc7:t 
fri-S@5 2 a^st§ (S 6 8 b) 0 3^«M»-r-^ 
ti. ^y^—%v FI15 7^LT, fllS5 2a^\ 

sttiss (s67r) 0 ?6f^ m 

SUB 5 3 a 7°U/W^5 6 iK0»§^lf^Wr 
^ (S69b) 0 CtUCcfcO, SfigBS 2 a £:M{H^ 
135 3 a ^^^V^-^y hffl5 7£3gfiLfaI{3 

[0 14 1] ^ft^as 2 ati, iMfM^MS 3 

a^mtfr&frttT, RftibLgtcS^T, )M{ISB5 3 
a £7°u^7^5 6 ^OB^ONSaJg^, lEfrftcW*?;* 

ti7^s/j^«§ihrs (s 6 8 a) 0 mtmctt, 

iMUSS 5 3 a (i, miS^HbL^tt/c±I^ 

L^xvim^rix^^o c<d*§h, §fflSB5 2 
abffOTS^^nso a^^iStiisas 4-efi;, winy 

£&£&«SB5 3 a^«^MLTt^^^tci:o 
T^ttiL^M4-So L^St, §«Sfi5 2 ati, 

[0142] m?Li£, mL^xu%v-ct%^mig(D 

3 a ^7 > 3? *y F ffl 5 7 ^(Dfflbl&lE L < WBf £ 
^li£lB5 2 aJi. iMfilSfiS 3 a*W 

x&ia^M 5 3 a ^ I P 7 F I/X^, 7>'£-^yF£ll5 
7^^ff=iv>F^iMtB^^^HLr, iMff^MS 
3 a^\|rilSRWWf^rffl^T^5o S/c, $fnSiS5 2aO 

b OSH^ ^\4bl ^SiM^LjJIft § £ £ LT & £ 

[0 14 3] t^tKO^TfeoTt. 8^5 2fJti, 
7^5 3tC^t§liI«a«»fO*a5C^}EJiLT, SW^JQ. 



[0 14 4] £/c, S 6 9 alC&^T, SfiggS 2 a 
ti> St^o/c««-r-^**^L, f t P 7°uFn/F 
tCT, 0J£{£ S9^^«*5 2 b^HcOftoK 

ftr-^ti. ^5 2 btcS^rtU iffi* 5 2 b£H£ffl 

««\ I£#^JX^ 5 3 b£OHSMtfPiT^B^t»flE-e^ 

So 

[0 14 5] C£>*£S, 7/S5 3^V7/F7>y7°K^ 
7\ »^7 5 3 b^^fi^Fft^^St^ 

^s D iribt, ffi»fs*^tiTi^Hax^-x^ 

\^fz%im%m^z>c£ftx^%o 

[0 14 6] t£ZT\ JMLtz&vK, 

FT FUXtCf^£>f\ ^r^iiff^^ef 1 -^^ 

Sfi^fiS 2 aO«ia^43J;Ollffl«l5 8^3Ifi^fi 

oigpflrtT&nff, saoBussas 3 a^f>owf*T 

-^^y^7 FH5 7S*-e*t^Ci:^Tt 
So £€>t£, §<iSa5 2ati, -TV^-^'y hfflS 7 

lcmWX%% 0 L^ot, SfiSH5 2a(i, 
-*'y hfflS 73S*TB*«f r -^^ttKoT(/^P^ 
feotts {I6^f3g@5 3 a^rffiSBfaLLT, WH» 

[0 14 7] ^43, ±m&Xf-J7°XU, £S^7 5 
3 bA^#L/tWMt^y^-^*y F^5 7HST^i 

2 a^m&^%m£ic^-xmmLx^&o r^n 

7>^-7^y F!i5 7»f-^{^lLl^ 
j^fi'SS 5 3 a ii\ ^fd^i^ 5 2a ^mS^ffi L LT. 

C£&X%%>o C<Di§&&, 7>^-^^yFH5 7^ 
Y 5^X^my}{t&&ntL^^fz^ Mf3SS5 3 a 

y;, ^D}Sl^T\ 2 aicmmfemx^ 

So 

[0 14 8] ^fc, ±IH^X7 L ^y7lc4o^T, #{fHB 
f> 2 a 43 ^t/SiilSH 5 3all ftp 7°D F 3/l/£JJj 

tiJfetV FIBS 7^^Tx-^^iMT^ 

ffl^TB^ix-^^ffoMT^So /:/cU f t p7 a DF 
^{1^15 2 afecfctfaHaSHS 3 a0^7a 

/c ^ o 7 , -r- ^ ffoMtc *Jft L /c tg^c -r- ^ ^ f tffif 
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[0 14 9] ^6tC, ±hHS 6 8 aX*i±, Sfeg^S 2 
ali\ n*tilLgtcj:oT, 5 3 a (D®m%6t& 

©Tlift^o ^UJJ:, €flg^5 2 a«fil5 3 a 

[0 15 0] CCX\ ±!Hl£^^v>'XrA5 1 
»^7^XfA5 1 T?ti, 0^5 5 3 bfr£?3 
T\ WRSf, E*fffl$T\ 1 ft&ft 0^500kbyte 
£>fi£i/g#6 4 k b p sCO I S DN08S?#ffl(^T, 3 

isWHft^asins-rsJi^ lfeco^icof^aj:, ^ 

6 2 #?MS#3S£:*f So £ C X\ MM 5 2t?M5 3t 

foimW&hf&t. lffiTj^3 5 0, 4 0 0Rf§ 
So tm<D$k$$T\ SM3£ft^3 3. 6 k b 

l®<DQMfcs 1 2 Q®mMV<%mx*&2>££ 

matmiz. iwcd, i¥ 

[0 15 1] cniC^LX, hffi7l&&X 

mm, yu;u ? 6 5 3 ^m^MS^-eiiis 
mt&$m\Hic&ni$, 1 TO^icsTSBjfa^ 1 8 
omAfox&zctfr^ im&frt) <Dwm«ft&, 1 

0R£&tK \t£X\®}8 7, 6 0 ORIilf £%So 2 
b tC. 7°U/ U ? 6 cO^f J)R^ 1 *Z&rz 0 6 0 , 0 0 
0R*M^S<^ 14 7, 

6 0 0HHK£&-§o CO*SHI, ±tEOM#;*^>X-f 

i» 5 1 fc&i ^r. 1 ^F/tco^ 5 3 &fz 0 oMiiSffl 
«\ mi%mmc.xm&mmtz>m^at^x, ms 67? 

RSfi 0^7 9%) . I S DNcOil^fd^T^, 1^2 
07JR Gft5 7%) SS^^titcHiM^^So 

Siwr> zx&Mt^^mmm^m, &^nm^ 
mmmn^^Ki^x, mai^yy^hs 
mm<om\ ^Dijst&so ^ =¥-M53^mmm 

i tc&^r. i ^/fco^5 3^/cOOjifiSffl^ ^ 
p^t«2 5 7jn oft 6 3%) «kbim?#s 0 
[0152] t^mmhu, &<£x-*mx 



j; ate. Mfficm*r%&ffi%£?>m^, mirmm^^ 

ic, *y hy-^Tilffi-TSii^fc, UTOt^S 

L/c^oT, ±mH^IM^^^> / Xt-^5 lco 

^ 5 2 5 3 ir^BBSWi-rs^ot^ittfc 
^Tt. ^}cMffiT&S££^t\> 
[0 15 3] [^5C0^W^] _h|SS4^W^T 

7iammzznx^&%&ic^xmnLxi^o z 
n(c*fbT, ill 2 ^T£^ «W^J-eii, it 

[0154] ^mmnmicimmw^ms 2 a 

fnjS 3 tmi3irZ>$&. 2*C0I S DNNISc09^C0-7a 
^ffi^T, 7°n/W^5 5^^V7/P77 7Mt§o 
£fc, ^5 3^il\ SI^^^i/Xx/,5 ICO^CO 
IS4cO^MMcO^Mi:f5]^feSo Lfe^o 
T, m4C0^MM^|nji:M^jTSrWfC(i, f.iJU 

^mm%%ttLxmm%'&ffiu wfxiz. ^5243 
[0155] "r^t>^, *»jmreu:, iii^it 

^X-r^y^Sn^T, S 7 1 a&£UFS 7 2 aCOMXx 

-jy'mm^nx^o s 6 1 ao^tcstt^nfes i 

0 , SfHSIt 5 2 a li:, IK S 6 4 a fdTjM^PTS 
g ^60 I P 7 F UX^rt#§ C ^^Tt So 
[0 1 5 6] §MSB5 2 a(i. iSDN0li: 

m^tlT^So Lf^hr, ±McOS0 2afC^5^ 
T, Sf8SH5 2aii, -^coSiltCT. -f>^-^y 
h^5 7 t^^ffio/tlS, fWcO»f^ffl^TiM 
friSSS 3 aWWfLt^fSo uCO^m, ±nE 
S 7 1 a (CT^fi^B 5 2a (C»J 0 Ztlfz I P7F 
UXa, S 6 4 bJ-XP*tSSSH5 2 atCfijO^Tetl 

[0 15 7] -7a, S 6 7 a (DWc&tf Zftfz S 7 2a 

^-^7 h^5 ifrzmi&zft&o 

[0 15 8] ±fH«T1i, ^iW^MS 2 atf^OZ— 
*v bms 7^V7;l/77yglLtt^ 0 L/c^o 
T, gfrig^ 5 2a A^WWJSft 5 8 \CXffltic$ tlS^ 4 CO 
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[0 1 5 9] _tIS«-m, _t)£tDS 6 4 afCT 

tm&%wg?z%\, ^ 2 tig 5 ^^ff ^sk-t s 
£ , mm&m 53a * wf^fi l & ? t l ^ 1 t 

^Ml«<DWtB L^S^rffll vr , ^fi^B 5 2 a * 
W&?>&m % &Z>o C(Di%^ SCSI'S 5 2 a fe^tf 

atfiss 5 3 a mift^Lmz <nmimmcK-t& 

[0 16 0] £C3T\ ±ISIg4^J;a^5^W$Fi 

i%$%mic Lxsm l rzfi\ *m\\c%z>mLi3 x ^> 

&£^Si, MSO'AU4teM\#*5£KB^n 

>^-^ x ->4^ei^x7^i3u #^gsrtgp^ 

fuo#A0. #AS, tM, ^8feJ^ &£^ti\ &5tB 

[0 16 1] l^i^if^T&^T^ Slt^/itfxD 
AW£Mffi?*§&S*^ W\ Afta^fflSsT* £S Q 

mmm \]^^^it^xmmim mhizwmx z 
mmz, mmom&x^^x, m^t^cm^mm 

[0 16 2] ±HH^4 4Dj;t>^5CDllW^*lT 

^53 OS"J1S*f**^^ ^75 3 b Xfr%m & 
%mfcLXu%WLX\<^t)\ cntcPSSfeOTii^l^ 



[0 16 3] ±IESgl4^L^5 0S^Sfi?gSI(c^'rj; 

mmnx^&tmc^ '>&< ^t«wfjo5i««s 

t^aTt^o 

[0 16 4] CtltCj:D. I»l©lf|^^7 h7 

nick*), WfljOiifl«soip/Stt^ 

[0 16 5] '>^< i:^WfJO^H«ti:, ^ 

mw) s mtix^m^ia^ mtmm^Lxmmmm 

77 7lMt^l^^XfATW(l m 1 ^^L^"5 
[0 16 7] ±IS#^WMT:1i:, ^fJcOilfi 

mmmm^x mmMicmmmM^imux t § 

t Stiff , ^^Sfijg^ IsHioSftSAW £>ti£o 
[0 1 6 8] ^ ate, JlrlB^WMTIi, ^fJjtOji 

OjiMaig^liStcsigiiiSSr^D'ai-r c t ic & o 
^ ^ h 7» ^±xmmic mm x z % 0 
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[0169] tczx\ ±m^mmm\c\mm\mm 

Sfc^rii&^o h7-^riHIT£l^ WicHg^ 
[0 17 0] ££U ^OSSr-^^rSlffi-rsii 

[0 17 1] ctiWtLT, ±IB&3&M5Sg*T?(i, *y 

[0172] Bt^bfsr-^ti, mz-H, mm 
t§i*T, wmimm<DM.mmnicfz>cDi:\ mm 

or, ?B l *3 cfctfSB 2 *303gflftfl5aitc^-r <fc -5 tc, imi^ 

[0173] ^lifiK^^wtf^^^^ti:, a 

1 a s h^V 1 1 ^jSffK^IB1i#S^1g^ 

Lr43^r&<u\, fc£u cco±§^ ^iifiKco^ 

§sc^or, la^BSo^feJi^-rSe b^h 

f^cr^Mb&tttitjf&e&^o L/c/O^r. sas 
asso<£ffl#ti, ge>^Ht^it^M*r5atc, £ro 

[0174] ctuctttx, ±m^wmmxu, mm 
nmsicmitsmm^r, n&m%m%\Lx^?>o 



f§^r\ MMfib/ci:ti:0#^^ML/c±I^r 

feort>iHEA^rfes 0 l£#ot, w^mic 
$$ r rm%®McmEx+$. mteffimcitt ■$ 
^tcini±rts 0 ftp^.r, «fg0*a^fflt^r, s^s* 
t mmomt^ t <DW3%-m Lxn-ox^& 0 

%ffl&ir%^r$mmx*z 5„ 
[0175] zzk, mfMtmmtztircT-zt 
a, iit^a^§)fflfa#s^j:oreM^n5e Lfctf 

-zt%$m?%m&fcit'<x, wimm^it%%£ 
[0176] tc^x, m2<D$m&nictf?&*>i^ 

[0 17 7] -9— /^c^^n^^s««, 

^-/^csg^nrt^s^o^^, mnoss 
nm^m^xmu^^smtLx, ^-^ic^-rn 

[o 1 7 8] tczx\ mzwmmm^m- zsic 
v-r^mmftixtt, y-^%m\cmiz>£in) j pm 
mmftEft>mt&% 0 ^ y-/wufr^x^% 
msictt. mmrnmmxmmx*2% < ^san^ & 

[o 1 7 9] cntc^br, ^lO^W^rti:, _hfB 
7-^^Lrifig5ffifsr^57?s^ffi^Lri^ 0 w 
Fux#Btf#u m^^-^fcr^fi^ 

^^<, Mjiflsiggti, t^y hy-?%ftLxmmx*% 
§o coss, iifiic^^ftffl^^etc^Mrt^o 

mmx^Zo 

[oi8o] t.czx\ *vhv*-t%frir%mmim 
7?%£. ^r^ryymm^mm, *vhy- 
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y-^icmm^n^mmm < & o tf%x& o , m« 

[0 18 1] CfttCttLT, S4 4oj;0 : ll5cO^W^J 

^ 7°^ii{f«^ u x^c^v-wi^ >y 
y^i)^»znrz££*muLx^z>o coss^ 0 

[0 18 2] i:c5T% *^cf^^Vr;l/r^7 0 ^ 

lt, ±gE$ i 3 <Dwmmx^ mm 
xmwu m4&&zfm5<DMmmxi^ ^m**? 

( Virtual Private Network) £gigLt\ ffitOx— 

[0 18 3] /cfcu ^pt^Vr^r^7 0 ^ji^K 
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